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CMMC Model v1.0 Overview

« CMMC is a unified cybersecurity standard for future DoD acquisitions

« CMMC Model v1.0 encompasses the following:
— 17 capability domains; 43 capabilities
— 5 processes across five levels to measure process maturity

— 171 practices across five levels to measure technical capabilities

CMMC Model v1.0: Number of Practices and Processes Introduced at each Level

CMMC Level Practices Processes
Level 1 17 -
Level 2 55 2
Level 3 58 1
Level 4 26 1
Level 5 15 1
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CMMC Model Framework

Domains Model encompasses multiple domains

For a given domain, there are processes
that span a subset of the 5 levels
Capabilities Fora given domain, there are one or more capabilities
that span a subset of the 5 levels

For a given capability, there are one or more practices
that span a subset of the 5 levels

« CMMC model framework organizes processes and cybersecurity best practices
into a set of domains

— Process maturity or process institutionalization characterizes the extent to which an activity is
embedded or ingrained in the operations of an organization. The more deeply ingrained an
activity, the more likely it is that:

— An organization will continue to perform the activity — including under times of stress — and
— The outcomes will be consistent, repeatable and of high quality.
— Practices are activities performed at each level for the domain
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CMMC Model Structure

17 Capability Domains (v1.0)

Incident Risk
Access Control
(AC) Response Management
(IR) (RM)
Asset . Security
Maintenance
Management (MA) Assessment
(AM) (CA)
Awareqe§s and Media Protection Situational
Training (MP) Awareness
(AT) (SA)
Audit and Personnel System and
Accountability Security Communications
(AU) (PS) Protection (SC)
Configuration Physical System and
Management Protection Information
(CM) (PE) Integrity (SI)
Identification and R
Authentication e(c;JI\E/;ery
(IA)
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CMMC Model with 5 levels
measures cybersecurity maturity

Level 5 Optimizing Advanced / Progressive
Level4 Reviewed Proactive
Level 3 Managed Good Cyber Hygiene
Level2 Documented Intermediate Cyber Hygiene
Level 1 Performed Basic Cyber Hygiene



CMMC Maturity Process Progression

LEVEL 5

OPTIMIZING
LEVEL 4 o e Y

1
s
REVIEWED 1
LEVEL 3 e —— 4 5 PROCESSES
MANAGED | I . practice is
LEVEL 2 e ® 4 PROCESSES documented,

DOCUMENTED i— v Each practice is
LEVEL 1 | —————————— 3 PROCESSES

including lower levels

H documented,
PERFORMED i . Each practice is including lower levels ¥ A policy exists that
"""""""""" 4 2 PROCESSES documented, covers all activities
v’ Each practice is including lower levels v A policy exists that
0 PROCESSES documented, covers all activities v Aplan exists that
v’ Select practices are including Level 1 v A policy exists that includes all activities*
documented where practices cover all activities v" A plan exists that

required
v A policy exists that
includes all activities

*Planning activities may include mission,
goals, project plan, resourcing, training

needed, and involvement of relevant
stakeholders
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A plan exists, is
maintained, and
resourced that
includes all activities™®

includes all activities*

Activities are
reviewed and
measured for
effectiveness (results
of the review is
shared with higher
level management)

Activities are
reviewed and
measured for
effectiveness

There is a
standardized,
documented
approach across all
applicable
organizational units



CMMC Practice Progression

LEVELS
ADVANCED / PROGRESSIVE
LEVEL 4 Jm=====mmmmm
E I _
LEVEL 3 oo e + 171 pracrices

LEVEL 2 Goob cYBER HYGIENE | [N - conply with the FAR
INTERMEDIATE CYBER !~~~ ~~~~"~""=====-=="- ® 152 PRACTICES
HYGIENE i s Comply with the FAR ¥ Performall 110

LEVEL 1
BASIC CYBER HYGIENE i

17 PRACTICES

v/ Demonstrate
compliance with
Federal Acquisition
Regulation (FAR) 48
CFR 52.204-21

130 PRACTICES

. Comply with the FAR v Perform all 110

72 PRACTICES
v' Comply with the FAR

v' Perform a select
subset of 48 practices
from the NIST SP 800-
171r1

v’ Perform an additional
7 practices to support
intermediate cyber
hygiene
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v Performall 110
practices from the
NIST SP 800-171r1

v’ Perform an additional
20 practices to
support good cyber
hygiene

v

v

practices from the
NIST SP 800-171r1

Perform a select
subset of 11 practices
from Draft NIST SP
800-171B

Perform an additional
29 practices to
demonstrate a
proactive
cybersecurity
program

practices from the
NIST SP 800-171 r1

Perform a select
subset of 15 practices
from Draft NIST SP
800-171B

Perform an additional
40 practices to
demonstrate an
advanced
cybersecurity
program



CMMC Practices Per Level

LEVEL 5
ADVANCED / PROGRESSIVE
LEVEL 4 171 PRACTICES
PROACTIVE
156 PRACTICES + 15 Practices
LEVEL 3
GOOD CYBER HYGIENE
130 PRACTICES + 26 Practices

LEVEL 2

INTERMEDIATE CYBER HYGIENE

72 PRACTICES + 58 Practices
LEVEL 1
BASIC CYBER HYGIENE
17 PRACTICES + 55 Practices
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CMMC Model v1.0 Source Counts

* Model leverages multiple sources and references
— CMMC Level 1 only addresses practices from FAR Clause 52.204-21
— CMMC Level 3 includes all of the practices from NIST SP 800-171r1 as well as others
— CMMC Levels 4 and 5 incorporate a subset of the practices from Draft NIST SP 800-171B plus others

— Additional sources, such as the UK Cyber Essentials and Australia Cyber Security Centre Essential
Eight Maturity Model, were also considered and are referenced in the model

Draft CMMC Model v1.0: Number of Practices per Source

CMMC

Practices

Level Introduced per NIST Draft NIST
CMMC Level 52.204-21 SP 800-171r1 SP 800-171B **
Level 1 17 15* 17* - -
Level 2 55 - 48 - 7
Level 3 58 - 45 - 13
Level 4 26 - - 11 15
Level 5 15 - - 4 11

* Note: 15 safeguarding requirements from FAR clause 52.204-21 correspond to 17 security requirements from NIST SP 800-171r1,
and in turn, 17 practices in CMMC
** Note: 18 enhanced security requirements from Draft NIST SP 800-171B have been excluded from CMMC Model v1.0
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Summary

« CMMC establishes cybersecurity as a foundation for future DoD acquisitions

« CMMC levels align with the following focus:
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Level 1: Basic safeguarding of FCI

Level 2: Transition step to protect CUI

Level 3: Protecting CUI LEVEL 5 _
Levels 4-5: Protecting CUI and reducing risk of APTs
LEVEL 4
LEVEL 3
LEVEL 2

DOCUMENTED

1

i

1

LEVEL 1 INTERMEDIATE L
CYBER HYGIENE 1

1

1 1

PERFORMED ! :

1 ]

BASIC CYBER HYGIENE : |I
1 1

~ Increasing Protection of CUI
> Reducing Risk of APTs

Basic Safeguarding
of FCI

Transition Step to
Protect CUI

10



Backups
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Supporting Documentation Summary

« CMMC Model v1.0 document consists of the following:
— Introduction, CMMC Model, and Summary
— Appendix A: CMMC Model v1.0
— Appendix B: Process and Practice Descriptions
— Appendix C: Glossary
— Appendix D: Abbreviations and Acronyms
— Appendix E: Source Mapping

— Appendix F: References

DISTRIBUTION A. Approved for public release
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Appendix A provides the model in
tabular form with all practices organized
by Domain (DO), Capability, and Level (L)

Practices are numbered as DO.L.###, with a
unique number ###

Each practice includes up to nine sources

Appendix A also includes maturity level
processes

Processes are generalized but apply to all

domains

Processes are numbered as ML.L.99%#
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Level 1 (L1)

Level 2 (L2)

lcoot [AC1001 AC2005
Juthorized users, processes acting on _|consistent with appicable CUI ules
behalfof authorized users,or devices [+ NIST SP800-1713.19
(including other inormation systems). [+ NIST SP800-53 AC-8
AR Clause 5220421 b1i
- NISTSP 600-1713.1.1
. AU ACSC Essential Eight
- NISTSP 800.53 AC-2, AC3, AC-17
- NIST CSF PRAC RAC4,
PRAC6, PRPT-,
€IS Controls 7
15.10,168, 169,
- CERT RMM v1.
Limit use of portable storage devices on
- NIST 5P B00-171 3121
- NIST 5P 800-53 AC-20(2)
« NIST CSF IDAM-4, PRPT-2
+ IS Controls 7 137,138,139
[co02 [ACT002 AC2007 Ac3017 Acion Acs 02t
pE en
uthorized systems. connected to the network
execute. - NIST SP800-1713.15 [« NISTSP 800-1713.14 + CMMC modificaton of Draft NISTSP [+ CMMC.
|+ UK |+ NIST SP 800-53 AC-5 800-171B 3.1.3¢ |« NIST SP 800-53 SI-4(14)
- NIST SP 800-53 AC-6, AC-6(1),AC- [+ NIST CSFPRAC-4 800-53 AC-4,AC-4(1),AC- |+ NIST CSF PRDS-5, DEAE-1, DECM-7
16(5) [4(6), AC-4(8), AC-4(12), AC-4(13), AC- |+ CIS Controlsv7 153
|+ NIST CSF PRAC-4 4(15), AC-4(20), SC-46
- CIS Controls v7 146 - NIST CSFIDAM-3, PRACSS, PRDS'S,
b |- CERT RuM v1.2 KiMSGassPL PRPT-4, DEAE-1
15.10, 168,169,161 + IS Controls v7 12:1, 122, 13.1,133,
- CERT RMM v1.2 TMSGA:SPL 141,142,145, 146,147, 15.6,15.10
ACz008 Ac3018 [ca0zs
h02 -
1« NIST 5P 800-171 316 capture the execution of such functions [+ CMMC
- UK NCSC Cyber Essentials i audit o
|+ NIST SP 800-53 AC-6(2) |+ NISTSP 800-1713.1.7
|+ NIST CSF PRAC-4 |« NIST SP 800-53 AC-6(9), AC-6(10)
1+ CIS Controls v7 43, 46 + NIST CSFPRAC-4
« CERT RMM v1.2 KIM:SG4:5P1
PROCESS MATURITY (ML)
MATURITY CAPABILITY PROCESSES

Maturity Level 1 (ML1)

MCOL
improve [DOMAIN NAME] activities

Maturity Level 2 (ML2]

ML2999

Maturity Level 3 (ML3]

Maturity Level 4 (ML4) Maturity Level 5 (MLS)

ML3997
Establish

ML1.99%

ML5.995

[DOMAIN NAME]

NAME]

» CERT RMM v1.2 GG2GP1 subpractice
2

1 3
« CERT RMM v1.2 GG2.GP2

|« CERT RMM v1.2 GG2GP8

for [DOMAIN
NAME] acrossall applicable
organizational units.

« CERT RMM v1.2GG3.GP1

ML29%
[Establish practices to implement the
[DOMAIN NAME] policy.

+ CERT RMM v1.2 GG2GP2 subpractice
2

Appendix A Processes
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« Appendix B Process and Practice Descriptions
include:

— Discussion, derived from source material where
available

— Clarification with examples

— Alist of references

- Same framework as model
— Processes are generalized but apply to all domains

— Practices are ordered by domain and level

DISTRIBUTION A. Approved for public release

Process and Practice Descriptions

B.3.1 Access Control Level 1

AC.1.001: Limit information system access to authorized users, processes acting on
behalf of authorized users, or devices (including other information systems).

DISCUSSION FROM SOURCE: DRAFT NIST SP 800-171 R2

Access control policies (e.g., identity- or role-based policies, control matrices, and
cryptography) control access between active entities or subjects (i.e, users or processes
acting on behalf of users) and passive entities or objects (e.g., devices, files, records, and
domains) in systems. Access enforcement mechanisms can be employed at the application
and service level to provide increased information security. Other systems include systems
internal and external to the organization. This requirement focuses on account management
for systems and applications. The definition of and enforcement of access authorizations,
other than those determined by account type (e.g., privileged verses non-privileged) are
addressed in requirement 3.1.2.

CMMC CLARIFICATION

Control who can use company computers and who can log on to the company network. Limit
the services and devices, like printers, that can be accessed by company computers. Set up
your system so that unauthorized users and devices cannot get on the company network.

Example 1

You are in charge of IT for your company. You give a username and password to every
employee who uses a company computer for their job. No one can use a company computer
without a username and a password. You give a username and password only to those
employees you know have permission to be on the system. When an employee leaves the
company, you disable their username and password immediately.

Example 2

A coworker from the marketing department tells you their boss wants to buy a new multi-
function printer/scanner/fax device and make it available on the company network. You
explain that the company controls system and device access to the network, and will stop
non-company systems and devices unless they already have permission to access the
network. You work with the marketing department to grant permission to the new
printer/scanner/fax device to connect to the network, then install it.

REFERENCES

FAR Clause 52.204-21 b.1.i

NIST SP 800-171 Rev 13.1.1

CIS Controls v7.11.4,1.6,5.1, 14.6, 15.10, 16.8, 16.9, 16.11

NIST CSF v1.1 PRAC-1, PRAC-3, PR.AC-4, PRAC-6, PR.PT-3, PRPT-4
CERT RMM v1.2 TM:5G4.5P1

NIST SP 800-53 Rev 4 AC-2, AC-3,AC-17

AU ACSC Essential Eight

s e e e s e

Appendix B Practice & Process
Descriptions
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Appendix E: Source Mapping

* Appendix E Source Mapping summarizes the
list of sources for all five processes and 171
practices

Source Mapping

Appendix E. Source Mapping

This source mapping provides a detailed list of related practices from other frameworks
corresponding to each CMMC practice. In this way, the mapping allows an organization to
easily identify which CMMC practices correspond to sources in other frameworks that the
organization may already be using or may need to reference in the future.

The CMMC practices that align with the FAR Clause 52.204-21 and NIST SP 800-171 Rev 1

- are identical to the reference practices. An organization that meets the requirements for the

° So u rces I n cI u de L] CMMC practice will also meet the requirements for these security requirements. The
n additional sources are for reference only and do not guarantee that if an organization meets

the requirements of these additional sources they will also meet the corresponding CMMC

practice. Some practices are sourced to “CMMC” to indicate that they were developed by the

_ FAR C I a u Se 52 ) 2 04 _2 1 CMMC working team or through collaboration with industry.

The below table summarizes related sources for each CMMC practice.

— NIST SP 800-171 Rev 1

— Draft NIST SP 800-171B S =% W

— CIS Controls v7.1 =

— NIST Framework for Improving Critical Infrastructure o s s o e
Cybersecurity (CSF) v1.1 e e m I VN

— CERT Resilience Management Model (CERT RMM) ] o 0

v1.2
— NIST SP 800-53 Rev 4

— Others such as CMMC, UK NCSC Cyber Essentials, or
AU ACSC Essential Eight

Appendix E Source Mapping
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