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CPE Credits 
Today’s webcast is worth 1 Continuing Professional Education (CPE) credit.  

 
To be eligible for CPE credit, you must: 

 

• Answer at least 3 of the 4 polling questions (during the webcast) 
  and have a total viewing time of at least 50 minutes. 
 

• Participants will have the opportunity to download their CPE certificate immediately 
following the webcast if above requirements are met. 
 

• In accordance with the standards for the National Registry of CPE 
  Sponsors, CPE credit will be granted based on a 50-minute hour. 
 

• We are unable to grant CPE credit in cases where technical difficulties preclude 
eligibility. CPE Program Sponsorship guidelines prohibit us from issuing credit to those 
not verified by the technology to have satisfied the minimum requirements listed 
above. 
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CYBER INSURANCE 

ROADMAP FOR TODAY 





NEW ATTACK VECTORS AND PATHWAYS 

Law 

Firms 

Other  

3rd Party 

Vendors 

  

  

Cloud 

Storage 

Firms 



6 

• State-sponsored and Industrial 
Espionage 

• Theft of IP, Emails 

• Leaks of Confidential Information 

• Lost Laptops, Servers, Backup 
Tapes 

• Unauthorized Access, Clandestine 
Malware 

• Cyber-extortion  

• Hacktivism 

• DOS (much easier) 

TODAY’S DATA BREACHES 
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INTERNAL THREATS 
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THE DATA BREACH WORLD 



POLLING QUESTION #1  

(CPE REQUIREMENT) 

My company has cyber insurance:  

1) Yes, and I was part of the process 

2) Yes, but I was not part of the process 

3) No 

4) Don’t Know 



CYBER INSURANCE  

SOME GENERAL NOTES 



 To Transfer Unmitigated & Unwanted risks 

 To Fill Gaps not Currently Covered 

 To Reduce Risk of Financial & Other Losses 

 CGL May Be Inadequate 

 

 

CYBER INSURANCE: WHY? 



 Market is immature and evolving 

 50+ insurance companies offering 

 No standard policy language 

 

 

CYBER INSURANCE PHENOMENON 



 Errors and Omissions (failed professional 

services) 

 Media Liability (IP or trademark infringement) 

 Network Security (consumer data breach, 

destruction of data, virus transmission, cyber 

extortion) 

 Privacy Failure (First Party (e.g. forensic 

investigation, legal advice, notification, loss of 

profits); Third Party (e.g. lawsuits, regulatory 

inquiries and class actions)) 

 

CYBER INSURANCE BASICS 



CYBER INSURANCE/D&O INSURANCE 



 Wachtell February 14, 2017 Report 

 Critical aspect of board’s risk oversight role 

 Increased expectation of engagement 

 Key aspect of risk appetite framework 

 

 

CYBER INSURANCE: BOARD OF DIRECTORS 



 Like car insurance . . .  

 What kind of car? 

 Who is the driver? 

 How many miles per week? 

 What is the deductible? 

 What are the coverage limits? 

 What is the state of cybersecurity? 

 

 

 

CYBER INSURANCE COST 



CYBER INSURANCE DILIGENCE 



SOME DETAILS . . .  

 How much can your company afford? 

 What type of coverage is needed (Liability? 

Breach response? Fines and penalties?)  

 What triggers coverage (Stolen laptop or flash 

drive?  APT? Cloud data?) 

  Exclusions? 

 Type of data covered (Public? IP?)  

 Selection of legal/forensic team (Who 

chooses? Panel?) 

 Notification/ID Monitoring 

 

 



CYBER INSURANCE  

HOT BUTTON ISSUES 
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CYBER EXTORTION/TERRORISM 



VIGOROUS UNDERWRITING PROCESS 



Request ”Retroactive" Coverage for Prior, 

Unknown Breaches 



“Panel" and ”Prior Consent" 

Provisions 



Loss of Data v. Theft of Data 



Vendor Error and Omissions 



CYBER INSURANCE BATTLEGROUND ISSUES 

 Security Requirements (no standard) 

 Act of War and Terrorism Exclusions 

 3rd Party Acts and Omissions (e.g. cloud) 

 Statutory Damages Coverage (per violation) 

 

 



LEVERAGE?  NEGOTIATION? 



POLLING QUESTION #2  

(CPE REQUIREMENT) 

My company has cyber insurance and I 

understand what is and is not covered:  

1) Yes 

2) No 

3) Don’t Know 

4) My company does not have cyber 

insurance 



CYBER INSURANCE  

REVERSE GAP ANALYSIS 



30 

Stop Breach Preservation Find Artifacts Malware Scan 

Deconstruct Malware Determine What Was 

Taken 
Remediation 

DATA BREACH WORKFLOW 

OVERVIEW 

http://blog.executivebiz.com/wp-content/uploads/2011/03/data-breach.jpg
https://www.google.com/url?q=http://www.bizreport.com/2014/01/yahoo-malware-attack-underlines-malvertising-issue.html&sa=U&ei=SdR9U-3jDsSPqgbPu4CIDg&ved=0CE4Q9QEwEDgU&usg=AFQjCNFBERjQMGXpiOVHTHN6G7qzFac-uw
https://www.google.com/url?q=http://resources.infosecinstitute.com/demystifying-dot-net-reverse-engineering-introducing-round-trip-engineering/&sa=U&ei=ddV9U9qHJ8eGyATB5YHAAQ&ved=0CDQQ9QEwAzgo&usg=AFQjCNH5EQNb1-wbCQS4vO8IgrOpnCe8ew
https://www.google.com/url?q=http://www.the-numbers.com/movie/Stolen-(2012)&sa=U&ei=3dV9U6_tEMWQyAS-nYKoBA&ved=0CC4Q9QEwADhQ&usg=AFQjCNEaICaLS1CTubkGnTOHKB-ud-ULRA
https://www.google.com/url?q=http://corruptioncrimecompliance.com/2013/03/the-importance-of-anti-corruption-compliance-remediation/&sa=U&ei=MtZ9U7erFYWPyAT-1oKYCw&ved=0CDwQ9QEwBzhQ&usg=AFQjCNE6yhes302MEZfc2t04EbHCZWUKeg
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INCIDENT RESPONSE WORKFLOW 
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PRESERVATION 
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DIGITAL FORENSIC 

ANALYSIS 
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LOGGING ANALYSIS  
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MALWARE REVERSE ENGINEERING 
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INCIDENT  

RESPONSE FIRM 
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SURVEILLANCE 
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REMEDIATION EFFORTS 



POLLING QUESTION #3  

(CPE REQUIREMENT) 

My company has made a cyber insurance 

claim and we were paid fairly:  

1) Yes 

2) No 

3) My company has never made a cyber 

insurance claim 

4) Don’t Know 
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EXFILTRATION ANALYSIS 
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STATE REGULATORY COMPLIANCE 
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FEDERAL REGULATORY 

COMPLIANCE 
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PCI COMPLIANCE 
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LAW ENFORCEMENT LIAISON 
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CONSTITUENCY NOTIFICATIONS 
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INDIVIDUAL NOTIFICATION 

MONITORING SERVICES 
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PUBLIC/GOVERNMENT RELATIONS 



CYBER INSURANCE 

COUNSEL AS QUARTERBACK 



TYPES OF LITIGATION 
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Litigation 

Class 
Action 
(MDL) 

Privacy/ 

Lookbacks 

Insurance 
Vendors 
& Other 

3rd Parties 

Securities 
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SOME LEGAL QUESTIONS 

Did an unauthorized party: 
 Access 

 Acquire 

 Misuse 

 Disclose PII/PHI  

Does investigation show:  

 Material compromise 

 Actual loss or injury to consumer 

 Material risk of ID theft or fraud 

 Significant risk of financial, reputational, other harm 
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SOME LEGAL QUESTIONS 

Did an unauthorized party: 
 Access 

 Acquire 

 Misuse 

 Disclose PII/PHI  

Does investigation show:  

 Material compromise 

 Actual loss or injury to consumer 

 Material risk of ID theft or fraud 

 Significant risk of financial, reputational, other harm 
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CRITICALITY OF 

ATTORNEY CLIENT PRIVILEGE 



NOTE:  

BE WARY OF “LOOK-BACKS” 



DOCUMENT YOUR 

PREPARATION/RESPONSE EFFORTS 



  Reps and Warranties: Key 

  Experienced Broker: Key 

  Understanding Your IR workflow: Key 

  Counsel Review 

 

 

CYBER INSURANCE KEY POINTS 



POLLING QUESTION #4  

(CPE REQUIREMENT) 

I am interested in attending the Incident 

Response Forum on April 4th in DC:  

1) Agree 

2) Disagree 

3) I don’t care if it is a free ticket, I don’t 

believe you, nothing in life is free, leave 

me alone . . .  
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INCIDENTRSPONSEFORUM.COM 



info@johnreedstark.com 


