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% fei connecting senior-level financial executives since 1931

Today’s webcast is worth 1 Continuing Professional Education (CPE) credit.

To be eligible for CPE credit, you must:

e Answer at least 3 of the 4 polling questions (during the webcast)
and have a total viewing time of at least 50 minutes.

e Participants will have the opportunity to download their CPE certificate immediately
following the webcast if above requirements are met.

* In accordance with the standards for the National Registry of CPE
Sponsors, CPE credit will be granted based on a 50-minute hour.

e We are unable to grant CPE credit in cases where technical difficulties preclude
eligibility. CPE Program Sponsorship guidelines prohibit us from issuing credit to those
not verified by the technology to have satisfied the minimum requirements listed
above.

slide 2 www.financialexecutives.org | 877.359.1070
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Presentation Notes
Data breaches are as certain as death and taxes
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TYPICAL DAY ONE STATE-OF-PLAY

: When will the other
shoe drop?

How do we address
without interfering with
| “core” business activity

Is management in
control of the
situation?

think? The public?

What will consumers ' '
Our shareholders? h H

Am I going to lose my job? |E



Presenter
Presentation Notes
JRS and Nick – chaos

cyber-attacks can be extraordinarily complicated and, once identified, demand a host of costly and detailed responses, including digital forensic preservation and investigation, notification of a broad range of third parties and other constituencies, fulfillment of state and federal compliance obligations, potential litigation, engagement with law enforcement, the provision of credit monitoring, crisis management, a communications plan – and the list goes on.  And besides the more predictable workflow, a company is exposed to other even more intangible costs as well, including temporary or even permanent reputational and brand damage; loss of productivity; extended management drag; and a negative impact on employee morale and overall business performance. 
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http://blog.executivebiz.com/wp-content/uploads/2011/03/data-breach.jpg
https://www.google.com/url?q=http://www.bizreport.com/2014/01/yahoo-malware-attack-underlines-malvertising-issue.html&sa=U&ei=SdR9U-3jDsSPqgbPu4CIDg&ved=0CE4Q9QEwEDgU&usg=AFQjCNFBERjQMGXpiOVHTHN6G7qzFac-uw
https://www.google.com/url?q=http://resources.infosecinstitute.com/demystifying-dot-net-reverse-engineering-introducing-round-trip-engineering/&sa=U&ei=ddV9U9qHJ8eGyATB5YHAAQ&ved=0CDQQ9QEwAzgo&usg=AFQjCNH5EQNb1-wbCQS4vO8IgrOpnCe8ew
https://www.google.com/url?q=http://www.the-numbers.com/movie/Stolen-(2012)&sa=U&ei=3dV9U6_tEMWQyAS-nYKoBA&ved=0CC4Q9QEwADhQ&usg=AFQjCNEaICaLS1CTubkGnTOHKB-ud-ULRA
https://www.google.com/url?q=http://corruptioncrimecompliance.com/2013/03/the-importance-of-anti-corruption-compliance-remediation/&sa=U&ei=MtZ9U7erFYWPyAT-1oKYCw&ved=0CDwQ9QEwBzhQ&usg=AFQjCNE6yhes302MEZfc2t04EbHCZWUKeg
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Every cyber-attack response begins with the simple notion of preservation i.e. collecting and preserving, in a forensically sound and evidentiary unassailable manner, any “electronically stored evidence” (“ESI”), devices, logs, etc. that could become relevant to the cyber-attack.
 
Preservation is a critical workstream during a cyber-attack because incident responders will be scrutinizing every byte of data, including any fragments, artifacts or remnants left by the attacker in all sectors of any relevant device, including “deleted recoverable files,”  “unallocated and slack space” or the boot sector.  These artifacts can include:  Internet addresses; computer names; malicious file names; system registry data; user account names; and network protocols.
 
Another important purpose of preservation is because investigators will likely need to scour all ESI in search of so-called personally identifiable information or “PII,” to determine whether the attacker exfiltrated any data containing personal information relating to any individuals, who may require notice of the cyber-attack, credit monitoring services and other remedial action.   Finally, just about every cyber-attack response also involves the forensic imaging and reviewing of emails and other relevant communications from laptop computers, desktop computers, network servers, backup tapes, mobile devices, iPads, etc.  
 
Preserving ESI can quickly become a challenging, costly and resource intensive workstream.  Most companies today have ESI in so many locations (both physical and virtual) that, after a cyber-attack, they struggle to locate and preserve relevant ESI and to piece together information about sometimes complex and disparate systems – all under the intense pressure of a digital forensic investigation (with serious consequences for error or omission).  Relatedly, it can sometimes take days after learning of a cyber-attack before a company notices electronic purging processes that delete data (such as relevant logging information) on a regular schedule. Without having proactively made the effort to map information sources and their key characteristics, these purging schedules can become hidden causes of spoliation.
The cyber-attack investigation may have sprouted from a customer who complained that his or her data was used for a fraud; from a report that a computer system was found to be communicating with an unscrupulous Internet address; from the Federal Bureau of Investigation (“FBI”), U.S. Air Force Office of Special Investigations (“OSI”); US Secret Service or other law enforcement agency notifying a company of a possible cyber-attack into its systems; or a slew of other sources.  Under any circumstance, investigators will first analyze whatever initial information is presented and use the preliminary evidence to help identify the likely locations of additional evidence. An investigator will consider all computer devices as likely locations to target for investigation. These devices will typically include: company laptops and workstations; network storage servers;  firewalls; intrusion detection systems; webservers; customer databases; and e-mail servers.
 
The most effective cyber-attack investigative methodology is an iterative process of digital forensics, malware reverse engineering, monitoring and scanning.  As analysis identifies any possible indicator of compromise (“IOC”), investigators examine network traffic and logs, in addition to scanning hosts for these IOCs.  When this effort discovers additional systems, those systems are forensically imaged and analyzed, and the process repeats.  
 
Initially, the goal is to use the IOCs to determine the initial attack vector, trace the attacker’s methods of traversing network segments and identify any malicious files introduced into a company’s computer network.  Ultimately, armed with the information gained through these efforts, the victim of a cyber-attack can target efforts towards remediating the attack fully, including, removing and quarantining certain machines, remediating malware, rebuilding relevant compromised systems (if possible), resetting account credentials, blocking attacker-related Internet Protocol (“IP”) addresses and strengthening further its network and host monitoring tools to detect and block attempted cyber-attacker movement.  
 
If possible, companies will take the extra care to acquire ‘‘forensic bit-for-bit mages’’ of all relevant devices. Acquiring a forensic image or the production of an exact sector-by-sector copy of any computer, storage device, etc. verifies the completeness and accuracy of recovery while not altering the original media, thus preserving the status quo. Forensic imaging can preserve the ability to reconstruct deleted information, ascertain any evidence of wiping/defragmentation and evaluate the authenticity of data.
 
Given the typically vast scope and breadth of requests, and the likelihood of hypercritical digital oversight later on, by law enforcement, regulators, class action lawyers or anyone else who may blame the victim for the cyber-attack, companies should strive for best practices during preservation.  Best practices can include ironclad ESI collecting methodologies, meticulous protocols and painstaking documentation of evidentiary transitions to ensure an easily defensible and rock-solid evidentiary authentication and chain of custody.  This methodology may also include the review the pre and post-acquisition ‘‘hash values’’ of the data to verify proper imaging of the devices, and verify the forensic collection of the ESI against an external time source (e.g., atomic clock) in order to determine the accuracy of the file system time stamps.
Often, investigative teams prefer a paradigm of ‘‘over-preservation,’’ even if the data is likely never to be analyzed.
 
With respect to warehousing all collected ESI, companies may opt to store the forensic images in a digital forensic lab facility that employs high-tech security including restricted access, video camera surveillance, evidence safes and other important security measures. 
With respect to logging, the type and preservation of logs can differ dramatically among companies – some companies may not have any log management system that aggregates logging information, which means that its logging information will be scattered and disorganized.  Also, some companies may only preserve logs for a short period, such as thirty days, before “rolling over them” and thereby deleting the logs permanently.
A ‘‘deleted recoverable file’’ is a file that is typically easily recovered with forensic software, such as a Microsoft Word document, PowerPoint presentation, PDF file, etc., where, perhaps unbeknownst to the user, a file record for that data still exists within the file system.
The unallocated space and file slack of desktop or laptop personal computers typically provide important leads for digital forensic examiners. Here’s why: Files saved to the hard drive of a computer are typically described as residing in ‘‘allocated space,’’ i.e., space on the hard drive allocated by the file system. When a user deletes these so-called ‘‘active files,’’ the files usually do not disappear from the hard drive. Rather, the operating system no longer allocates or saves that hard drive space for the file and simply designates that area of the hard drive as unallocated (i.e., unused) space. The data actually stay still—the file system just marks that portion of the drive as usable for other files. Within unallocated space, a digital forensic examiner can usually extract file artifacts, such as deleted files, temporary files (created when a user opens a file), file fragments, deleted internet history and other, albeit disorganized, but readable, bits of data. Indeed, evidence gleaned from unallocated space has become so important in the context of litigation that using a ‘‘wiping program’’ to render unrecoverable the artifacts from the unallocated space can even draw a discovery sanction from a judge. See also TR Investors LLC v. Genger, No. 3994-VCS (Del. Ch. Dec. 9, 2009) (finding defendant Arie Genger in contempt of court for ‘‘wiping’’ the ‘‘unallocated space’’ of the hard drive of his work computer and file server in the face of an order that prohibited him from ‘‘tampering with, destroying or in any way disposing of any Company-related documents, books or records’’). This approach similarly applies to so-called ‘‘slack space’’ (that portion of a cluster unused by an active file), which can also contain similar information. 
A boot sector is a small piece of hard disk or external storage device space and the first file a Basic Input/Output System (“BIOS”) loads when a computer is turned on. There are two main types of sectors: the Master Boot Record (“MBR”) and Volume Boot Record (“VBR”).   The Boot sector can contain computer viruses, which are most commonly spread using physical media. An infected floppy disk or USB drive connected to a computer will transfer when the drive's VBR is read, then modify or replace the existing boot code. The next time a user tries to boot their desktop, the virus will be loaded and run immediately as part of the master boot record. It's also possible for email attachments to contain boot virus code. If opened, these attachments infect the host computer and may contain instructions to send out further batches of email to a user's contact list. Improvements in BIOS architecture have reduced the spread of boot viruses.  Kaspersky Lab, “What is a Boot Sector Virus,”  available at http://usa.kaspersky.com/internet-security-center/definitions/boot-sector-virus. 
Protecting personal identifying information (“so-called PII”) relating to individuals from identity theft has become a significant focus of U.S. state and federal agencies, and of new state and federal laws and regulations.  In the U.S., though laws and regulations vary from state to state, and between state and federal law, as to exactly what information comprises PII, generally, the definition requires both a name and some additional item of information that could be used to steal a person’s identity or access his or her financial accounts (or, in some cases, healthcare information) without authorization. N.B. that for purposes of this article, we refer generally to protected information about an individual as PII, even though some state or federal statutes may use a different nomenclature or categorizations.  See infra “Workstream:  Individual Notifications/Monitoring Services.”
As an aside, where information relevant to identifying and describing potentially accessed/target/exfiltrated systems has never been data-mapped, establishing a strong and effective incident response plan for addressing cybersecurity risks can become difficult. Without any sort of responsible system overview or asset classification exercise, companies not only make mistakes in their cyber incident response plans, but companies can also make mistakes when applying available resources for security. 
It is important to note that the concept of ‘‘materiality’’ does not apply in digital forensics. The slightest amount of data can have huge importance, hence the need for comprehensive forensic preservation.
A hash value is a result of a repeatable calculation (hash algorithm) that can be performed on a string of text, electronic file or entire hard drive’s contents. Hash values are used to identify and filter duplicate files (i.e., email, attachments, and loose files) from an ESI collection or verify that a forensic image or clone was captured successfully.
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When a data breach occurs, a company often lurches between efforts to get back up and running and efforts to complete a full-blown breach assessment.  In fact, the company’s first reaction should involve preserving any evidence of the breach while swapping in clean machines.  A company should: 
Assemble team and distribute a list of responsibilities
Unhook infected machines (leave power on)
Call outside experts to forensically image infected machines
Pull needed backup(s) out of rotation so they are not overwritten
Insert clean and patched machines
Save off log files (e.g. web, firewall, IDS)
Save keycard data and surveillance tapes
Start real-time network packet capture
Force administrator and user password change
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CHALLENGES

COORDINATING IT AND PRESERVATION
ACTIVITY

 |IT needs to secure data environment

— Pull network connection, save backups
and logs, prepare clean “builds,” force
password change, update antivirus

e Forensics needs to review active/latent
data

— Image servers and report findings
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 – what does the government tell companies? – carving out log files and saving to drives – person is going to be subpoenaed as witness at trial.  -- consider use in evidence 

Preserve: Once the  location of potential evidence is determined, preservation can begin. Computer systems will  likely need full ‘‘bit-for-bit’’ forensic  images  collected.56  Other systems (such as firewalls and IDS systems) will need their logs collected. Financial firms in particular should try to be comprehensive when preserving potentially relevant data, especially given that a failure to preserve data later deemed relevant could result in heightened scrutiny (or even skepticism) by regulators and law enforcement. In an abundance of caution, the team may want to lean toward ‘‘over-preservation,’’ even if the data is likely never to be analyzed.

Digital forensic investigators can then use the data artifacts found relevant to a breach to identify further locations within the firm’s computer system that may contain additional relevant data.  Investigators can identify and locate this data through inspection of network devices, logs and scanning of hosts. If the searching yields additional systems, the team needs to return to the preservation phase. Once the search determines no additional potential systems, the team can turn toward full analysis and remediation.
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Given that the preservation phase can linger throughout the course of an entire digital forensic investigation (as the investigators continuously identify new systems that may contain relevant evidence), digital forensic analysis of the collected ESI and systems typically begins concurrently.  
 
The most effective investigative methodology is one based on targeted incident response practices and does not solely rely on “signature detection” technologies, such as antivirus software.  As noted above, careful investigators employ an iterative process of digital forensics, malware reverse engineering, monitoring and scanning.  As analysis of known or suspected compromised systems identifies new IOCs, investigators will examine network traffic and logs, in addition to scanning hosts for these IOCs.  When this effort discovers additional systems, those systems are forensically imaged and analyzed, and the process repeats.  Armed with the information gathered during this phase of  “lather, rinse, repeat,” a victim company can begin efforts to remediate the malware, rebuild compromised systems, reset compromised account credentials, block IP addresses and properly initiate network and host monitoring in an effort to detect additional attempts by the attacker to regain access.  See infra “Workstream: Malware Reverse Engineering”
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e BUT CORE BUSINESS ACTIVITY MUST CONTINUE
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COMMUNICATE, COMMUNICATE.
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 – what does the government tell companies? – carving out log files and saving to drives – person is going to be subpoenaed as witness at trial.  -- consider use in evidence 

Preserve: Once the  location of potential evidence is determined, preservation can begin. Computer systems will  likely need full ‘‘bit-for-bit’’ forensic  images  collected.56  Other systems (such as firewalls and IDS systems) will need their logs collected. Financial firms in particular should try to be comprehensive when preserving potentially relevant data, especially given that a failure to preserve data later deemed relevant could result in heightened scrutiny (or even skepticism) by regulators and law enforcement. In an abundance of caution, the team may want to lean toward ‘‘over-preservation,’’ even if the data is likely never to be analyzed.

Digital forensic investigators can then use the data artifacts found relevant to a breach to identify further locations within the firm’s computer system that may contain additional relevant data.  Investigators can identify and locate this data through inspection of network devices, logs and scanning of hosts. If the searching yields additional systems, the team needs to return to the preservation phase. Once the search determines no additional potential systems, the team can turn toward full analysis and remediation.
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In addition to user systems (like laptop and desktop computers), servers, etc., the logs of other systems such as firewalls and intrusion detection systems will also require analysis.  Exactly what logs are available relating to a cyber-attack depends on a company’s overall cybersecurity policies and practices. Logging retention can differ dramatically among companies – and some companies may not have any log management system that aggregates logging information, which means that its logging information will be scattered and disorganized.  Also, some companies may only preserve logs for a short period, such as thirty days, before “rolling over them” and thereby deleting the logs permanently. 
 
Logging information can include logs relating to events occurring with firewalls, operating systems, applications, anti-virus software, LANDesk, web servers, web proxies, VPNs, change auditors, DHCPs and a broad range of other audit files.
 
Most free and commercial operating systems, network services and firewall technologies offer logging capabilities and can contain a treasure trove of relevant evidence requiring investigative analysis and resources (such as a SIM/SEM) as well as human resources in the form of specially qualified digital forensic examiners.
 
Logging information can be of critical use during a cyber-attack response, and it is too often something management overlooks as a priority; thus, boards should ask management at least a few questions as to their logging practices and procedures.  
“Deficiencies in security logging and analysis can allow attackers to hide their location, malware, and activities on victim machines. Even if the victims know that their systems have been compromised, without protected and complete logging records, victims can remain blind to the details of the attack and to subsequent actions taken by the attackers.  Sometimes logging records are the only evidence of a successful attack and without solid audit logs, an attack may go unnoticed indefinitely and the particular damages done may be irreversible. Many organizations keep useful logs for compliance purposes, but attackers rely on the fact that such organizations might only rarely review their logs, and never discover that  that their systems have been compromised. Because of poor or nonexistent log analysis processes, attackers sometimes control victim machines for months or years without anyone in the target organization knowing, even though the evidence of the attack has been recorded in unexamined log files.”  https://www.sans.org/critical-security-controls/control/14 
“LANDesk is an asset management software system used to remotely inventory and manage desktop computers. It has the ability to report on installed software and hardware, allow remote assistance, and install operating system security patches.,”  American University Office of Information Technology Frequently Asked Questions About LANDesk  http://www.american.edu/oit/software/LANDesk-FAQ.cfm
A virtual private networks (“VPN”) is a network that is constructed by using public wires — usually the Internet — to connect to a private network, such as a company's internal network.
Dynamic Host Configuration Protocol (“DHCP”) is a network protocol that enables a server to automatically assign an IP address to a computer from a defined range of numbers (i.e., a scope) configured for a given network.
For the best results, such logging should be activated, with logs sent to centralized logging servers. Firewalls, proxies, and remote access systems (VPN, dial-up, etc.) should all be configured for verbose logging, storing all the information available for logging in the event a follow-up investigation is required. Operating systems, especially those of servers, should be configured to create access control logs when a user attempts to access resources without the appropriate privileges. To evaluate whether such logging is in place, an organization should periodically scan through its logs and compare them with the asset inventory assembled in order to ensure that each managed item actively connected to the network is periodically generating logs.
Analytical programs such as SIM/SEM (“Security Incident Management” or “Security Event Management”) solutions for reviewing logs can provide value, but the capabilities employed to analyze audit logs are quite extensive, including, just a cursory examination by a digital forensic examiner. Actual correlation tools can make audit logs far more useful for subsequent manual inspection and can be quite helpful in identifying subtle attacks. However, these tools are neither a panacea nor a replacement for skilled information security personnel and system administrators. Even with automated log analysis tools, human expertise and intuition are often required to identify and understand what is gleaned from log files.
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The term “malware” is often defined as software designed to interfere with a computer's normal functioning, such as viruses (which can wreak havoc on a system by deleting files or directory information); spyware (which can gather data from a user’s system without the user knowing it.); worms (which can replicate themselves in order to spread to other computers -- unlike a computer virus, a worm does not need to attach itself to an existing program); or Trojan horses (which are non-self-replicating programs containing malicious code that, when executed, can carry out an attacker’s actions determined by the nature of the Trojan, typically causing loss or theft of data, and possible system harm).
However, the definition of malware is actually far broader and a bit of a misnomer.  In the context of a cyber-attack, malware means any sort of program or file that is used by attackers to infiltrate a computer system. Like the screwdriver a burglar uses to gain unlawful entry into a company’s headquarters, legitimate software can actually be malware.  For example, during an “Advanced Persistent Threat” or “APT” attack, attackers will often use “RAR” files as containers for transporting exfiltrated information, yet RAR files have a broad range of legitimate uses and are often used in the context of general corporate activities.  
Thus, reverse engineering malware is both an art and a science.  Forensic investigators, incident responders, security engineers, and IT administrators employ a broad range of practical skills to examine malicious programs that target, access and infect corporate computer systems. Understanding the capabilities of malware is not only critical for responding to information security incidents, but it is also critical to an organization's ability to derive threat intelligence and to fortify defenses. A malware reverse engineering specialist uses a variety of system and network monitoring utilities, a disassembler, a debugger and other tools useful for turning malware inside out.  This sort of engineering is critical but costly, with hourly rates more akin to law firm partners than information technology specialists.  Even finding a specialist with reverse malware engineering skills can quickly become a challenge -- educational institutions are only just beginning to turn out individuals with malware skills and most malware specialists are self-taught or are “home-grown” within digital forensic firms. 
UCSB ScienceLine “What is the difference between a computer virus and a computer worm?” at http://scienceline.ucsb.edu/getkey.php?key=52.  
So-called APT attacks are typically stealthy, sophisticated, targeted and relentless state sponsored attacks which employ carefully crafted and evolving reconnaissance, low-and-slow approaches that are typically difficult to detect, and are not flagged by antivirus technologies and other traditional cybersecurity tools.   In fact, most malware used APT attackers is undetectable by off-the-shelf antivirus products.  The term APT has been coined to describe specific types of adversaries, exploits, and targets used for explicit strategic intelligence gathering goals.  Victims of APT attacks include global financial institutions like Citigroup; large U.S. hospital groups like Community Health Systems; worldwide U.S. defense contractors like Northrup Grumman and SAIC; international defense contractors like Israeli defense firms Elisra Group, Israel Aerospace Industries and Rafael Advanced Defense Systems; well-known data security agencies like RSA and even large government agencies like OPM.
Specifically, RAR is the native format of WinRAR archiver. Like other archives, RAR files are data containers, they store one or several files in the compressed form. After you downloaded RAR file from Internet, you need to unpack its contents in order to use it.  http://www.rarlab.com/rar_file.htm 
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Once a company experiences a cyber-attack, one of the immediate needs is to, in the least, “stop the bleeding” which begins with the installation of state-of-the-art surveillance tools, installing for example, full “packet capture” and alert devices on all network ingress and egress points to monitor for malicious activities on an ongoing basis and to broadcast alerts for unauthorized activity or other indications of compromise.  Getting these devices up and running not only requires expertise in their installation, but also requires continuing maintenance to swap out hard drives as logging data accumulates, which in turn, creates additional workflow to review and analyze the captured data, automated surveillance reports and especially, any suspicious notification alerts.  
    
“Computer-network administrators have used packet sniffers for years to monitor their networks and perform diagnostic tests or troubleshoot problems. Essentially, a packet sniffer is a program that can see all of the information passing over the network it is connected to. As data streams back and forth on the network, the program looks at, or "sniffs," each packet. A packet is a part of a message that has been broken up.  Normally, a computer only looks at packets addressed to it and ignores the rest of the traffic on the network. But when a packet sniffer is set up on a computer, the sniffer's network interface is set to promiscuous mode. This means that it is looking at everything that comes through. The amount of traffic largely depends on the location of the computer in the network. A client system out on an isolated branch of the network sees only a small segment of the network traffic, while the main domain server sees almost all of it.”  http://computer.howstuffworks.com/workplace-surveillance2.htm 



B
6 REMEDIATION EFFORTS



Presenter
Presentation Notes
Once forensic analysis is complete or at least well underway, investigators can use the digital forensics and malware evidence to remediate the malware, rebuild compromised systems, reset compromised account credentials, block IP addresses, and properly initiate network and host monitoring in an effort to detect additional attempts by the attacker to regain access.  A company will also typically install or improve centralized log management; improve whatever vulnerability management system it had in place at the time of the cyber-attack; and review its password management, which may for example include an upgrade if appropriate to two-factor authentication.    
In the long term, remediation can become especially costly because a company victim to a cyber-attack will usually need to install new hardware and software both for fortification and detection – sometimes even having to construct an entirely new network security suite. Victim companies may also want to install state-of-the-art software and hardware designed to identify attacker behavior and their tools, tactics and procedures such as Carbon Black, Palo Alto firewalls or FireEye MIR within the entire attack vector including domain controllers, database servers and user work stations.  In addition, companies victimized by a cyber-attack may also want to employ a custom designed scanning program to scan their systems for historical IOCs (which can be a worthwhile time and cost saver).   
“Two-factor authentication adds a second level of authentication to an account log-in. When entering only a username and one password, that is considered single-factor authentication. Two-factor authentication requires the user to have two out of three types of credentials before being able to access an account. The three types are:
Something known, such as a Personal Identification Number (PIN), password, or a pattern; 
Something in-hand, such as an ATM card, phone, or fob; and 
Something innate, such as a biometric like a fingerprint or voiceprint.
http://www.cnet.com/news/two-factor-authentication-what-you-need-to-know-faq/
“Carbon Black, within the Bit9 + Carbon Black Solution, delivers the first true continuous response solution. Carbon Black’s primary goal is to reduce the cost and complexity of incident response by providing continuous endpoint visibility and signature-less detection capabilities to deliver full context, attack classification and situational awareness of the threats attacking your enterprise. Carbon Black can automate the tedious and time-consuming data acquisition process by continuously recording and understanding the relationships of the critical data necessary to unravel the full lifecycle and kill chain of an attack.”  https://www.bit9.com/solutions/security-incident-response/ 
“Palo Alto firewalls are part of the large suite of Palo Alto cybersecurity appliances designed to manage, implement and optimize new age firewall systems to safely allow applications, and tackle the threat of modern day malware.  https://www.paloaltonetworks.com/network-infrastructure/cyber-security-appliances 
Among other things, MIR, owned by Fireeye, is designed to detect malware and other signs of compromise on endpoints across the enterprise and: 1) Sweep thousands of endpoints for evidence of compromise, including malware and irregular activities; 2) Enable remote investigate securely over any network, without requiring access authorization; and Collect targeted forensic data, with intelligent filtering to return only the data [needed].  https://www.fireeye.com/products/mir-endpoint-forensics.html 
One such tool is a proprietary Stroz Friedberg scanning appliance known as LIMA (“Lightweight Indicator Matching Application”), which uses robust matching algorithms to expedite the interrogation of enterprise networks for IOCs.  LIMA can quickly (within hours) scan thousands of company systems for previously found and archived IOCs (from Stroz’s own libraries and other third party libraries) as well as IOCs discovered during the cyber-attack investigation (such as suspicious files, log entries, registry entries, directory names MD5 values (which are analogous to fingerprints of files), known malware and other forensic artifacts, remnants and fragments associated with cyber-attack behavior.)  LIMA is a so-called “level one” review tool – once LIMA identifies a system as suspect, digital forensic examiners and first responders can conduct “level two” review of identified systems as well as targeted live analysis and memory analysis to help with determining the attack vector and remediation needs.  
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But everyone knows that already. Let’s
focus on what everyone does not already
know.

Ever Heard of EDRs?

Recently, a wave of dedicated incident
response solutions known as “end-

point detection and response” or “EDR”

tools have come into being. Typically in-

stalled within a swath of IT equipment
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analytics. Purchasing cyber -insurance
is much different, however, because no
standard policies exist and the cyber-
insurance market remains in its infancy,
leading many companies to forego avail-
able policies and rely upon their more
traditional policies of general liability and
property. This is backwards thinking,
Instead, management should under-
take an approach towards its insurance
calculus based more upon data breach re-
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Conventional cyber-security fortification and defense measures
need to make way for EDRS; otherwise companies risk a
sluggish, incomplete and piecemeal data breach investigation.
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unlocked. This only further fuels the fire
that breached companies must redouble
fortification and detection. That might
be true, but the reality is that companies,
above all else, should pivot their attention
and focus to data breach response.”

In other words, when companies try-
ine to prevent data breaches rely too much

a company can tnen couaporate witn 1ts

Conventional cyber-security fortification and defense measures
need to make way for EDRs; otherwise companies risk a
sluggish, incomplete and piecemeal data breach investigation.
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Recently, a wave of dedicated incident response solutions known as “end- point detection and response” or “EDR” tools have come into being. Typically in- stalled within a swath of IT equipment including domain controllers, database servers, and workstations, the real-time “intelligence feeding” of EDR tools will likely become a corporate cyber-security standard. 
For instance, most internal investiga- tions kick off with manual data acquisi- tion, le-system forensics, and log le analysis on data aggregated and collected after the suspected breach. By providing continuous monitoring and recording of activity on endpoints and servers, EDR 
ple, by providing instant aggregate threat information and decreasing the “dwell time” of targeted attacks, EDR solutions enhance enterprise visibility and help counter internal threats and malfeasance. 



7 EXFILTRATION ANALYSIS



Presenter
Presentation Notes
Once the investigative team and the legal team determine that a cyber-attacker may have exfiltrated PII or any other relevant ESI, such as trade secrets, intellectual property, sensitive email content, etc., an entirely new workstream of exfiltration analysis will typically follow. This exfiltration analysis phase of a cyber-attack response often typically becomes an intricate and complex ediscovery exercise, whose fees can be considerable.  Moreover, mistakes made during exfiltration analysis can have serious financial consequences; like collecting data in response to a government investigation, careful attention to detail is required, otherwise distrust and skepticism can fester among interested parties (such as a regulator, class action plaintiff or other disgruntled party).  
 
For example, if a company falls victim to a cyber-attack and forensic investigators find IOCs on 100 laptops of 100 different users, some companies may opt to conduct custodian interviews of all of the laptop users, to assist in determining whether, for instance, there exists PII on their laptops.  However, a more scientific and consistent approach would be to technologically harvest all of the user created data on those 100 laptops; process that data; warehouse that data on a hosting platform and design searches of that data geared towards identifying any PII.  Aside from being less costly and requiring less resources, applying a technological methodology using universally accepted ediscovery principals and protocols is more easily defensible if ever challenged.  
 
After the potentially exfiltrated ESI is forensically collected and secured, companies will likely need to warehouse the ESI in a data hosting facility with tools that allow for the smooth integration and search of the many different ESI types that can crop up, which can vary considerably -- from Word documents, Excel spreadsheets, PowerPoint presentations, PDFs and other common formats, to the more complex data formats residing within enterprise databases (such as SharePoint) or other customized business collaboration platforms.  Relevant potentially exfiltrated ESI can reside almost anywhere, even within programing language or system directories so searches must be exhaustive and scientific.
 
With respect to the more complex datasets, traditional search algorithms and methodologies may not suffice for exfiltration analysis and, for a variety of reasons,  a victim company may need to hire a data analytics specialist to carve, parse and search efficiently the database.  First, preserving, authenticating, analyzing and accurately producing data from enterprise databases requires unique methodologies, and can depend on the industry of the company involved (e.g., insurance, financial, design, telemarketing, consumer electronics -- each business may utilize an entirely different enterprise architecture, which can present different ESI-related challenges.)  Second, a digital forensics teams may ultimately have to authenticate database output for use in litigation, or may be called upon to identify problems with a database schema, front-end reports or workflows that are causing flawed database outputs.  Finally, when proving to a state regulator that an attacker has not successfully exfiltrated PII, a company will need a clean and proven methodology with respect to characterizations and descriptions of all data sets, no matter how intricate, multifarious or convoluted. One legal practitioner/commentator has noted: “Cyber insurance does not cover any actual or alleged infringement, use, misappropriation or disclosure of a patent or a trade secret. Some cyber insurance policies, however, will offer coverage for infringement of intellectual property such as infringement of copyrights and trademarks, but not patent infringement or misappropriation of trade secrets. In addition, depending upon the cyber insurance policy, while there could be coverage for theft or an unintentional breach of third-party confidential corporate information—which may include third-party trade secrets or intellectual property—there is no first-party coverage for the insured organization.  While a cyber insurance policy does not offer first-party coverage for the insured company’s patents or trade secrets, those seeking coverage have the option of purchasing a stand-alone intellectual property insurance policy.  Cyber Security, Cyber Governance, and Cyber Insurance,” by Paul Ferrillo, (November 13, 2014) Harvard Law School Forum on Corporate Governance and Financial Regulation available at http://blogs.law.harvard.edu/corpgov/2014/11/13/cyber-security-cyber-governance-and-cyber-insurance/#5b
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As the regulatory protections afforded PII continue to expand, so do the risks in acquiring, storing and transmitting such information. Privacy laws vary by jurisdiction, are interpreted unpredictably, and are in a constant state of flux, with some based broadly and others based on industry sector, such, laws covering medical records, financial transactions, credit cards, debt collectors, insurers or even library records. 
Specifically, forty-seven states, the District of Columbia, Guam, Puerto Rico and the Virgin Islands have enacted legislation requiring private or government entities to notify individuals of security breaches of information involving PII.  Security breach notification laws also typically have provisions regarding who must comply with the law (e.g., businesses, data/ information brokers, government entities, etc.); definitions of PII (e.g., name combined with SSN, drivers license or state ID, account numbers, etc.); what constitutes a breach (e.g., unauthorized acquisition of data); requirements for notice (e.g., timing or method of notice, who must be notified); and exemptions (e.g., for encrypted information).  These laws also often describe the responsibilities the so-called “record holder” has in terms of protecting information from unauthorized access or dissemination, modification and/or destruction and the obligation to report cyber-attacks affecting credit card numbers, social security numbers, birthdays, medical records and other identifying information. When such devices or the data on them are accessed, targeted, exfiltrated, etc. during a cyber-attack, a company’s legal exposure to state regulators can be enormous. 
Costs triggered by regulators can include individual notifications, heavy fines, injunctions, credit monitoring services, government audits and even criminal liability.  Inadequate privacy protections are particularly important to regulatory investigators who will investigate carefully the victim’s possible culpability for the cyber-attack, such as having inadequate network security or failing to adopt policies and procedures that are reasonably designed to ensure the security and confidentiality of PII. 
In general, the data breach notification statutes of each relevant jurisdiction establish that:
 
Residents of the jurisdiction must be notified; 
Notices to affected individuals must contain specific content (or are prohibited from containing certain information, as some states, such as Massachusetts, do not want publication of the methodology of the breach or the type of information at risk, while others require the disclosure of such information);
State attorneys general and other state agencies must be notified, and if so whether those notices must contain specific content and be provided before notification of affected individuals; and 
Consumer reporting agencies, such as Experian, TransUnion and Equifax, must be notified. For instance, California recently passed new legislation implementing small but significant changes to its privacy laws. Specifically, on September 30, 2014, Governor Jerry Brown signed Assembly Bill 1710, which enhances consumer protections by strengthening the requirements businesses must adhere to in the event of a breach. Specifically, the new law:
Requires the source of the breach to offer identity theft prevention mitigation services at no cost to the affected person for no less than 12 months if a Social Security Number or Driver’s license number are breached;
Prohibits the sale of social security numbers, except when part of a legitimate business transaction; and
Provides that existing personal information data security obligations apply to businesses that maintain personal information, in addition to those who own or license the information.  
See, https://cybersecuritylawwatch.files.wordpress.com/2014/10/assembly-bill-no-1710.pdf and https://cybersecuritylawwatch.files.wordpress.com/2014/10/cybersecuity-in-the-golden-state.pdf 
See e.g. Massachusetts Laws About Medical Privacy available at http://www.mass.gov/courts/case-legal-res/law-lib/laws-by-subj/about/privacy.html
See e.g. State of California Department of Justice, Your Financial Rights available at http://oag.ca.gov/privacy/facts/financial-privacy/rights
Texas Attorney General’s Office Credit Card FAQ, available at https://www.texasattorneygeneral.gov/faq/cpd-credit-card-faq
See e.g. Privacy Laws Affecting Debt Collection in Washington available at http://www.avvo.com/legal-guides/ugc/privacy-laws-affecting-debt-collection-in-washington
Several state departments of insurance have issued bulletins and regulations requiring insurers doing business in their states to send data breach notifications to the departments of insurance when an insurer has suffered a data breach. Ohio Insurance Bulletin 2009-12 requires insurers to provide notice to the Ohio Department of Insurance of loss of control of policyholder information within 15 calendar days after discovery of the loss of control if it involves more than 250 Ohio residents. Pursuant to Chapter 11 of Rhode Island Insurance Regulation 107, licensees of the Rhode Island Department of Business Regulation, which includes insurance companies, must notify the department of a data breach in the most expedient time possible and without unreasonable delay. Similarly, the Wisconsin Office of the Commissioner of Insurance, under a bulletin dated December 4, 2006, requires that insurers notify the office no later than 10 days after it has become aware of unauthorized access to the Personal Information of insureds. The Connecticut Department of Insurance issued Bulletin IC- 25 on August 18, 2010 to require all entities doing business in Connecticut that are licensed by or registered with the Department to notify the Department of any information security incident. Notice must be provided as soon as the incident is identified, but no later than five calendar days after the incident is identified. The Connecticut Bulletin lists numerous facts that must be disclosed in the notification to the Department of Insurance, as they are known at the time, including details about the incident and remedial actions taken. Notice must also contain a draft of the notice the licensee or registrant intends to send to Connecticut residents. The Bulletin also imposes a requirement on the licensee or registrant to report incidents involving a vendor or business associate. https://www.acc.com/chapters/ne/loader.cfm?csModule=security/getfile&PageID=1300198 at page 92.
See State Privacy Laws Regarding Library Records available at http://www.ala.org/advocacy/privacyconfidentiality/privacy/stateprivacy
  See e.g. https://cybersecuritylawwatch.files.wordpress.com/2014/10/cybersecuity-in-the-golden-state.pdf 
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In addition to state laws and regulations, entities may also be subject to federal rules and regulations mandating protection of PII and requiring that certain steps be taken in the event of a cyber-attack.  Financial institutions in particular are subject to such federal regulations (and the term “financial institution” is defined very broadly) as are health care related agencies.  Public companies may also need to disclose cyber risks and incidents as part of their mandated disclosure of material information to potential investors.  
 
Historically, the U.S. Federal Trade Commission (“FTC”) has been the most active with respect to privacy protections arising from a cyber-attack and their jurisdiction continues to expand.  For instance, the FTC and other federal agencies that regulate financial institutions, including the Federal Reserve Board, National Credit Union Administration, Office of the Comptroller of Currency and the U.S. Securities and Exchange Commission, have issued regulations to implement sections 114 and 315 of the Fair and Accurate Credit Transactions Act of 2003 (“FACTA”).  
FACTA is federal legislation directed at protecting consumers against identity theft as well as enhancing the accuracy of consumer report information. It prohibits businesses from printing out more than five digits of a credit card number, and allows consumers to obtain a free credit report every 12 months from each of the nationwide credit reporting agencies.  The new regulations, which are commonly referred to as the Red Flags Rules are directed at preventing identity theft by requiring covered entities to develop and implement a written Identity Theft Prevention Program to detect the warning signs – the “red flags” – of identify theft in order to prevent and mitigate identity theft. 
The Red Flag Rules apply to “financial institutions” and “creditors” that maintain “covered accounts,” as those terms are defined by the Red Flags Rule. Although the Red Flags Rule had been in effect since January 1, 2008 and traditional financial institutions regulated by the federal financial institutions regulatory agencies (such as banks) were required to comply by November 28, 2008, the FTC’s enforcement of the Rule, which was extended a number of times, became effective December 31, 2010 with regard to entities not previously under its scope.
Other federal jurisdiction can trigger if a cyber-attack involves an educational institution, where the U.S. Department of Education (“DOE”) has an interest.  For instance, any school or institution in the U.S. that provides educational services or instruction and receives funds under any program administered by the DOE is subject to the privacy requirements of the Family Educational Rights and Privacy Act (“FERPA”). Subject to certain limited exceptions, FERPA gives students (or in some cases their parents) the right to inspect and challenge the accuracy of a student’s own education records, while prohibiting schools from disclosing those records, or any personally identifiable information about a student contained in those records, without the student’s (or in some cases the parent’s) consent.
 
Even the Federal Communications Commission (“FCC”) has begun flexing its regulatory muscle into the regulation of cyber-attacks, when in October 2014, in a 3-2 vote, the FCC assessed a $10 million fine on two telecommunications companies for failing to adequately safeguard customers’ personal information.  
 
The victims of cyber-attacks can expect federal regulatory attention from some or even all of these federal agencies and will have to expend significant resources to manage regulatory inquiries and investigations, as well as litigation, should a federal agency suspect violations of these broad and sometimes vague and over-reaching regulations.  
For example, the Gramm-Leach-Bliley Act (“GLBA”) was enacted in 1999 to reform the financial services industry and address concerns relating to consumer financial privacy. Title V of the GLBA establishes a minimum federal standard of privacy and applies to financial institutions, including companies that were not traditionally considered to be financial institutions, such as insurance companies.  See http://www.ftc.gov/privacy/privacyinitiatives/glbact.html on the applicability of Title V of GLBA to insurance.
For instance, the U.S. Department of Health and Human Services (“HHS”) has issued Standards for Privacy of Individually Identifiable Health Information (the “Privacy Rule”) under the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”).  The Privacy Rule governs the use and disclosure of an individual’s personal health information (“PHI”) by entities covered under HIPAA. The Privacy Rule also sets standards for an individual’s right to understand and control how his or her PHI is used. It applies to health plans, healthcare clearinghouses, and to any healthcare provider who engages in electronic data interchange using one or more of the “standard transactions” as defined by HIPAA (collectively referred to as “covered entities”). The Privacy Rule includes a requirement that a covered entity mitigate, to the extent practicable, any harmful effect that is caused by an improper disclosure of PHI of which it becomes aware. Under the HITECH Act, discussed below, the Privacy Rule also applies directly to business associates of covered entities.  42 U.S.C. § 201 et seq. (HIPAA), 45 C.F.R. Part 160 and Subparts A and E of Part 164 (Privacy Rule).  See also The FTC’s final Health Breach Notification Rule (16 C.F.R. Part 318),139 released on August 18, 2009, applies to a different group of entities than HIPAA. It applies to foreign and domestic vendors of PHR, PHR related entities and third-party service providers that maintain the information of U.S. citizens or residents.  Set forth in the Federal Register, available at http://www.ftc.gov/healthbreach/.
Disclosing Cyber-attacks:  How to Follow SEC Guidance, by John Reed Stark (November 1, 2011) http://www.strozfriedberg.com/files/Publication/45cba12e-bdce-4418-a9b5-93d6a5745074/Presentation/PublicationAttachment/1172e6a4-d42f-497a-9338-94eda6a23a9c/Disclosing%20Cyber-attacks%20How%20To%20Follow%20SEC%20Guidance%20JRS_11%203%2011.pdf 
Pub. Law 108-59, codified at 15 U.S.C. § 1681 et seq. 
16 C.F.R. § 681. 
20 U.S.C. § 1232g; 34 CFR Part 99
http://www.fcc.gov/document/10m-fine-proposed-against-terracom-and-yourtel-privacy-breaches 
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May go away with Apple Pay

When a cyber-attack targets electronically transmitted, collected or stored payment card information, so-called Payment Card Industry Data Security Standards (“PCI-DSS”) compliance is often one of the first aspects investigated.  PCI-DSS is a set of requirements created to help protect the security of electronic payment card transactions that include PII of cardholders, and operate as an industry standard for security for organizations utilizing credit card information. 
 
PCI-DSS applies to all organizations that hold, process or pass credit card holder information and imposes requirements upon those entities for security management, policies, procedures, network architecture, software design and other critical measures that help to protect customer credit and debit card account data.  If a cyber-attack against a company involves credit cards or other similar modes of payment and triggers PCI-DSS compliance, the workstream involving the PCI-DSS can be extremely costly, cumbersome and disruptive. 
 
In addition, when an organization suspects a PCI cyber-attack, the card brands’ PCI Data Security Standards require hiring a PCI-approved Forensic Investigator (also known as a PFI) from a small list of card brand approved vendors. When company’s explores hiring a PFI, some add a second forensic examiner to the investigation, one that is completely independent of the card brand approved list, in order to have an incident response team “on their side.”  When a breach is suspected, a PFI is required to perform a specified list of investigative work including writing a final report that is issued to both the client and the various credit card companies, which is then used by the card brand companies to calculate potential fines that will be levied against the acquiring banks. These fees are then passed along to the victim company in the form of indemnification. In addition, absolute technical accuracy and completeness of the report is of paramount importance given that this report may become the foundation for regulatory inquiry and litigation, and a victim company may challenge a PFI’s draft report when a second firm identifies technical and evidentiary issues therein.  Moreover, the PCI Security Standards Council requires that official remediation plans, including an implementation time-line, follow shortly after submission of the PFI’s final investigative report, which a second firm other than the PFI, will often be tasked to undertake.  The Payment Card Industry Security Standards Council is the international organization founded by American Express, Discover Financial Services, JCB International, MasterCard Worldwide, and Visa Inc. in 2006, which develops and manages certain credit card industry standards, including the PCI-DSS.
For instance, merchants are responsible for all costs associated with any system modifications required to achieve PCI-DSS compliance and the card brands may levy significant fines and penalties on merchants that are not in compliance with PCI-DSS.  Such penalties and fines, imposed separately by each card association, can include:
Hefty fines (in multiples of $100,000) for prohibited data retention;
Significant additional monthly fines (can be $100,000 or more per month depending on the nature of the data stored) assessed until confirmation is provided indicating that prohibited data is no longer stored;
Separate fines (in multiples of $10,000) for PCI-DSS non-compliance;
Additional monthly fines (likely $25,000 per month) assessed until confirmation from a qualified security assessor that the merchant is PCI-DSS compliant;
Payment of monitoring (can be as high as $25) and reissuing (up to $5) assessments for each card identified by the card association as potentially compromised; and
Reimbursement for any and all fraudulent activity the card association identifies as being tied to a security data breach.
In addition, after a breach, a merchant’s classification or “tier” may be adjusted upwards, resulting in the imposition of further obligations and potentially even greater fines and penalties should another breach occur. See also “PCI DSS and Incident Handling: What is required before, during and after an incident,” SANS Institute InfoSec Reading Room.  https://www.sans.org/reading-room/whitepapers/compliance/pci-dss-incident-handling-required-before-incident-33119  and “PCI Compliance Under Scrutiny Following Big Data Breaches,” by Jen A. Miller at http://www.cio.com/article/2836035/data-breach/pci-compliance-under-scrutiny-following-big-data-breaches.html
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There exist a range of law enforcement agencies that may want to investigate a corporate cyber-attack and even apprehend the perpetrator, yet given the complexities of the crime and the nature of the foreign investigative jurisdictional challenges, the challenge is enormous and few prosecutions ever occur.   But notwithstanding the unlikelihood of any successful prosecutions of cyber-attack perpetrators, law enforcement agencies including the Federal Bureau of Investigation; the U.S. Air Force; the U.S. Secret Service; the Department of Homeland Security; the U.S. Postal Inspection Service; and a slew of others will not only have an interest in receiving briefings, reports, IOCs and other relevant information about a cyber-attack.  These law enforcement agencies may also request forensic images of impacted systems or may want to attach a recording appliance to a victim company’s network in hope of capturing traces of any attackers, should they return to the company.  These requests raise a host of legal issues, including whether providing information to law enforcement could violate the privacy of customers or result in a waiver the attorney client privilege.    
 
Cyber-attack victims will also hope that information sharing will be a “two way street,” and that the investigating law enforcement authorities will collaborate with the company’s investigative team and provide helpful information for both the investigation and the remediation of the cyber-attack.   
“What law firms should know about cyber-attacks and the FBI,” ABA Journal  by Rachel Zahorsky (May 23, 2013) (“The steady rise of cyber-attacks against U.S. companies -- with damages that include tens of millions of dollars, lost trade secrets and threats to critical infrastructures -- has prompted the FBI to even more greatly stress the importance of information-sharing on cyber intrusions.  However, the decision to share sensitive data about a company or law firm’s network comes with major legal considerations and should include discussions with legal department heads and outside counsel.”) http://www.abajournal.com/news/article/what_law_firms_should_know_about_cyber_attacks_and_the_fbi/;  see also infra, “Workstream:  Counsel as Quarterback.”
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Companies that experience cyber-attacks may suffer reputation-wrecking media and Capitol Hill attention all amid the untold damage of lost consumer trust and confidence.  Along these lines, in most cyber-attacks, a victim company will engage a public relations firm experienced in handling not only crisis management but also highly technical and intricate communications with the public and with Congress.  As mentioned earlier, unlike the victims of other heinous crimes, victims of cyber-attacks rarely experience sympathy or understanding but are more often instead disparaged, maligned and pilloried in the media and by Congress.       “Companies Slow To Alert About Data Breaches,” by Craig Timberg, Andrea Peterson and Ellen Nakashima, Washington Post available at http://www.vnews.com/news/business/13332855-95/companies-slow-to-alert-about-data-breaches
“Rep. Cummings Demands Answers from Background Investigation Contractor on Data Breach,” by Jason Miller (January 7, 2015) available at http://www.federalnewsradio.com/520/3775347/Rep-Cummings-demands-answers-from-background-investigation-contractor-on-data-breach;  “US Lawmaker Asks Sony for Details on Data Breach, “ by Grant Gross (December 23rd, 2014) available at http://www.computerworld.com/article/2863054/us-lawmaker-asks-sony-for-details-on-data-breach.html 
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Once a cyber-attack occurs, in addition to government mandated notifications, a broad range of other important notifications will also likely trigger, each often requiring substantial effort, careful strategizing, C-suite attention and significant resources.  Specifically, a cyber-attack impacts multiple constituencies of today’s typical corporation including: 
 
Corporate Customers. Corporate customers will want to know all relevant facts relating to the cyber-attack, especially: if their data has potentially been compromised; if services will experience any disruption; the nature of remediation efforts; if there are any official or unofficial findings any investigation; or if there is any other information which can impact their operations, reputation, etc.  Customers may also want images of malware and IOCs or to visit/inspect the company with its own investigation team.  Customers may ask for weekly or even daily briefings and may demand attestations in writing with respect to any findings pertaining to their data.  Some customers may also have contractual language establishing their rights when a cyber-attack occurs, which can range from notification to on-site inspections to the option of an independent risk and security assessment of the victim company (at the victim company’s, and not the customer’s, expense).  
Partners.  A cyber-attack victim’s partners will have the same concerns and possibly the same contractual rights as customers, and will need equal care and attention after a cyber-attack.  In particular, a company that falls victim to a cyber-attack will have to assess whether any intellectual property, trade secrets, corporate records, etc. relating to partners or other affiliates trigger notification or other contractual requirements.  
Employees.  Employees will undoubtedly become concerned and anxious after a cyber-attack, not only because their personal data may have been exfiltrated but also because the future of the company (and their respective jobs) may be at risk.  
Third Party Vendors.  Outsourcing of services involving the transfer of, or allowing access to, PII from a company to its vendor, such as IT, payroll, accounting, pension and other financial services has become increasingly common for today’s corporations.
Given that cyber-attackers will often traverse across a company’s network and into the networks of its vendors or vice versa, cyber-attacks can result in disputes as to the culpability for an attack, resulting in vendors and companies each pointing the finger at one another for their respective cybersecurity failures.  
Thus, in the event of a cyber-attack, if any third party vendor has access to a company’s networks, customer data or other sensitive information, or there exists any sort of other cybersecurity risk of the outsourced function, the company will likely need to provide briefings, IOC lists, malware copies, investigative reports or other information relevant to the cyber-attack, not only to protect the third party vendor from the attacker, but also because that third party vendor may also have its own customer notification responsibilities.  
In addition, if a company regularly incorporates requirements relating to cybersecurity risk into its contracts with vendors, these requirements may trigger notification responsibilities.  Moreover, if third party vendors conduct remote maintenance of the victim company’s networks and devices, it may also make sense to request copies of any relevant logs, or even access the third party system to scan for IOCs.  
Board of Directors.  Increasingly, cyber-attacks upon a company receive board level attention and scrutiny.  Along those lines, the board (or a committee thereof) of a company falling prey to a cyber-attack, will want briefings, reports and may even hire their own independent investigator to review the findings of any digital forensic investigation.  
Insurance Carriers.    
Whatever the type of insurance held by a company that has experienced a cyber-attack, a claim will undoubtedly follow, and insurance adjusters will scrutinize all invoices pertaining to the workstreams set forth in this article and will require briefings and documentation regarding all investigative efforts.  For maximum objectivity, credibility and defensibility, rather than the company itself, the independent digital forensic firm investigating the breach, at the direction of counsel, should lead any briefings with insurance carriers.  
Given that responding to a cyber-attack takes time and effort before drawing any sort of meaningful of conclusion, especially during the early phases of a cyber-attack investigation, the over-riding message to all interested constituencies, be they customers, partners, employees, regulators, FBI Agents or otherwise – “We are moving quickly to preserve the evidence and gather the facts in this matter.  We take this matter seriously and are conducting a thorough and independent investigation. We will let you know when we have more information to report.”  
Vendors who become entangled in the cyber-attack of a customer that includes PII of, for example, their customers’ employees, can be subject to claims by those whose information is lost, as well as by their client.  See, e.g., Caudle v. Towers, Perrin, Forster & Crosby, Inc., 580 F. Supp. 2d 273 (S.D.N.Y. 2008). In that case, the court dismissed claims for negligence and breach of fiduciary duty brought by an employee against his employer’s pension consultant whose laptop containing PII of employees was stolen; the employee sought on behalf of himself and others credit monitoring costs. The court dismissed the negligence claim in the absence of evidence that the information had been accessed or used. It also dismissed the claim for breach of fiduciary duties, again on the ground that the plaintiff had not shown he had suffered any damages. The court did allow the claim for breach of contract to proceed to allow discovery on the issue of whether the employee was a third-party beneficiary of the contract between his employer and the vendor under the terms of the contract. See also Ruiz v. Gap, Inc. 622 F. Supp.2d 908 (N.D. Cal. 2009) (in which sued a company’s vendor for losing their Personal Information when a laptop was stolen containing information with job applications; the court dismissed the claims for lack of requisite appreciable harm in light of the fact that the plaintiff had not been a victim of identity theft but rather was claiming increased risk of future identity theft and seeking credit monitoring costs), aff’d, 380 F. App. 689 (9th Cir. 2010) (holding that under California law, a plaintiff must have either prior possession or a vested legal interest in money or property lost in order to claim restitution). 
This is why, prior to any cyber-attack, companies should review the information security procedures (including training) concerning third party vendors authorized to access a company’s network.  
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When a cyber-attack targets electronically transmitted, collected or stored payment card information, so-called Payment Card Industry Data Security Standards (“PCI-DSS”) compliance is often one of the first aspects investigated.  PCI-DSS is a set of requirements created to help protect the security of electronic payment card transactions that include PII of cardholders, and operate as an industry standard for security for organizations utilizing credit card information. 
 
PCI-DSS applies to all organizations that hold, process or pass credit card holder information and imposes requirements upon those entities for security management, policies, procedures, network architecture, software design and other critical measures that help to protect customer credit and debit card account data.  If a cyber-attack against a company involves credit cards or other similar modes of payment and triggers PCI-DSS compliance, the workstream involving the PCI-DSS can be extremely costly, cumbersome and disruptive. 
 
In addition, when an organization suspects a PCI cyber-attack, the card brands’ PCI Data Security Standards require hiring a PCI-approved Forensic Investigator (also known as a PFI) from a small list of card brand approved vendors. When company’s explores hiring a PFI, some add a second forensic examiner to the investigation, one that is completely independent of the card brand approved list, in order to have an incident response team “on their side.”  When a breach is suspected, a PFI is required to perform a specified list of investigative work including writing a final report that is issued to both the client and the various credit card companies, which is then used by the card brand companies to calculate potential fines that will be levied against the acquiring banks. These fees are then passed along to the victim company in the form of indemnification. In addition, absolute technical accuracy and completeness of the report is of paramount importance given that this report may become the foundation for regulatory inquiry and litigation, and a victim company may challenge a PFI’s draft report when a second firm identifies technical and evidentiary issues therein.  Moreover, the PCI Security Standards Council requires that official remediation plans, including an implementation time-line, follow shortly after submission of the PFI’s final investigative report, which a second firm other than the PFI, will often be tasked to undertake.  The Payment Card Industry Security Standards Council is the international organization founded by American Express, Discover Financial Services, JCB International, MasterCard Worldwide, and Visa Inc. in 2006, which develops and manages certain credit card industry standards, including the PCI-DSS.
For instance, merchants are responsible for all costs associated with any system modifications required to achieve PCI-DSS compliance and the card brands may levy significant fines and penalties on merchants that are not in compliance with PCI-DSS.  Such penalties and fines, imposed separately by each card association, can include:
Hefty fines (in multiples of $100,000) for prohibited data retention;
Significant additional monthly fines (can be $100,000 or more per month depending on the nature of the data stored) assessed until confirmation is provided indicating that prohibited data is no longer stored;
Separate fines (in multiples of $10,000) for PCI-DSS non-compliance;
Additional monthly fines (likely $25,000 per month) assessed until confirmation from a qualified security assessor that the merchant is PCI-DSS compliant;
Payment of monitoring (can be as high as $25) and reissuing (up to $5) assessments for each card identified by the card association as potentially compromised; and
Reimbursement for any and all fraudulent activity the card association identifies as being tied to a security data breach.
In addition, after a breach, a merchant’s classification or “tier” may be adjusted upwards, resulting in the imposition of further obligations and potentially even greater fines and penalties should another breach occur. See also “PCI DSS and Incident Handling: What is required before, during and after an incident,” SANS Institute InfoSec Reading Room.  https://www.sans.org/reading-room/whitepapers/compliance/pci-dss-incident-handling-required-before-incident-33119  and “PCI Compliance Under Scrutiny Following Big Data Breaches,” by Jen A. Miller at http://www.cio.com/article/2836035/data-breach/pci-compliance-under-scrutiny-following-big-data-breaches.html
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When a cyber-attack targets electronically transmitted, collected or stored payment card information, so-called Payment Card Industry Data Security Standards (“PCI-DSS”) compliance is often one of the first aspects investigated.  PCI-DSS is a set of requirements created to help protect the security of electronic payment card transactions that include PII of cardholders, and operate as an industry standard for security for organizations utilizing credit card information. 
 
PCI-DSS applies to all organizations that hold, process or pass credit card holder information and imposes requirements upon those entities for security management, policies, procedures, network architecture, software design and other critical measures that help to protect customer credit and debit card account data.  If a cyber-attack against a company involves credit cards or other similar modes of payment and triggers PCI-DSS compliance, the workstream involving the PCI-DSS can be extremely costly, cumbersome and disruptive. 
 
In addition, when an organization suspects a PCI cyber-attack, the card brands’ PCI Data Security Standards require hiring a PCI-approved Forensic Investigator (also known as a PFI) from a small list of card brand approved vendors. When company’s explores hiring a PFI, some add a second forensic examiner to the investigation, one that is completely independent of the card brand approved list, in order to have an incident response team “on their side.”  When a breach is suspected, a PFI is required to perform a specified list of investigative work including writing a final report that is issued to both the client and the various credit card companies, which is then used by the card brand companies to calculate potential fines that will be levied against the acquiring banks. These fees are then passed along to the victim company in the form of indemnification. In addition, absolute technical accuracy and completeness of the report is of paramount importance given that this report may become the foundation for regulatory inquiry and litigation, and a victim company may challenge a PFI’s draft report when a second firm identifies technical and evidentiary issues therein.  Moreover, the PCI Security Standards Council requires that official remediation plans, including an implementation time-line, follow shortly after submission of the PFI’s final investigative report, which a second firm other than the PFI, will often be tasked to undertake.  The Payment Card Industry Security Standards Council is the international organization founded by American Express, Discover Financial Services, JCB International, MasterCard Worldwide, and Visa Inc. in 2006, which develops and manages certain credit card industry standards, including the PCI-DSS.
For instance, merchants are responsible for all costs associated with any system modifications required to achieve PCI-DSS compliance and the card brands may levy significant fines and penalties on merchants that are not in compliance with PCI-DSS.  Such penalties and fines, imposed separately by each card association, can include:
Hefty fines (in multiples of $100,000) for prohibited data retention;
Significant additional monthly fines (can be $100,000 or more per month depending on the nature of the data stored) assessed until confirmation is provided indicating that prohibited data is no longer stored;
Separate fines (in multiples of $10,000) for PCI-DSS non-compliance;
Additional monthly fines (likely $25,000 per month) assessed until confirmation from a qualified security assessor that the merchant is PCI-DSS compliant;
Payment of monitoring (can be as high as $25) and reissuing (up to $5) assessments for each card identified by the card association as potentially compromised; and
Reimbursement for any and all fraudulent activity the card association identifies as being tied to a security data breach.
In addition, after a breach, a merchant’s classification or “tier” may be adjusted upwards, resulting in the imposition of further obligations and potentially even greater fines and penalties should another breach occur. See also “PCI DSS and Incident Handling: What is required before, during and after an incident,” SANS Institute InfoSec Reading Room.  https://www.sans.org/reading-room/whitepapers/compliance/pci-dss-incident-handling-required-before-incident-33119  and “PCI Compliance Under Scrutiny Following Big Data Breaches,” by Jen A. Miller at http://www.cio.com/article/2836035/data-breach/pci-compliance-under-scrutiny-following-big-data-breaches.html
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Data Breach Notification

Kroll's data breach notification solutions — from drafting compliant yber Security Capabilities
letters, to full-service mailing help, to alternate notifications for

: : Cyber Crime Investigations

large breaches — take the burden off your organization. e —— >

X o i Data Breach Prevention >
With Kroll's data breach notification team, you'll have the support you need to get the right
information to the right people at the right time. We will work closely with you to optimize Incident Response Management >
speed and deliverability while also reducing unnecessary notification costs.

Data Breach Response >

Our breach notification specialists have assisted clients across diverse industries with their -
notification responsibilities. As such, we understand how different industries—especially highly (S e S
regulated ones—have distinct obligations and varied levels of risk. We'll help you and your Cyber Due Diligence
counsel draft data breach notices so that your messages are timely, cost-effective, and
appropriate to the sensitivity of the data and audience involved IDShield Powered By Kroll

Kroll offers templates and direct assistance to make the process of drafting a notification

letter easier for the organization and their legal counsel. This can be used as a starting point Suspect a Data Breach?
for customization to ensure the letter meets all standard requirements while still addressing

the needs of each affected party. We offer immediate, 24/7 assistance from
our team of data breach experts via our

You and your legal counsel can rely on Kroll's reputation for delivering positive messaging Data Breach Hotline.
tailored to the impacted audience that explains the data breach event while preserving brand Call the Data Breach Hotline
integrity. We'll leave the individuals impacted by your breach feeling confident and protected 1.877.300.6816
— knowing that if identity theft or fraud does occur, our licensed identity theft investigators

. . . CONTACT US ONLINE
will be there to help them handle the situation quickly and effectively.

If sending notification letters isn't appropriate or possible, Kroll offers alternative notification
methods. Working with your legal counsel, PR/communications, or other members of your
response team, Kroll can facilitate distribution of email notifications or public notificati in Expe SSQOTJ h
instances where contact information is not known, or the population is too large for print
notification. Kroll can build a website to help facilitate the notice to the public and to assist in Brian Lapidus

L . MANAGING DIRECTOR,
monitoring services enrollment. IDENTITY THEFT AND BREACH

NOTIFICATION
In anincreasingly treacherous cyber security landscape, it's always best to be prepared for a +1 615.577.6770 | Email

data breach. With Kroll, you can be confident that experts are standing by to partner with your
company’s leadership and your legal counsel — putting you in the best defensible position in
the event of a data breach.
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Data Breach Call Center Services
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A notification letter can generate lots of questions for those yber Security Capabilities
affected by a data breach. Kroll's call center services are provided

Incident Response Management

Sometimes a real conversation can go a long way in easing concerns about a data breach

by skilled representatives who know how to handle difficult ¥enCrime iestoefions >
questions and stand at the ready to serve your breached Data Breach Prevention >
population. N

>

Data Breach Response
event. That's why our multilingual customer support team is ready quickly to provide front-line
care for affected individuals. There's no scrambling to assemble and train a team — our skilled, Cyber Litigation Support
background-checked staff is already in place, prepared to serve your breached audience right

Cyber Due Diligence
away.

o . IDShield Powered By Kroll
Qur call center team is capable of answering thousands of inquiries quickly and professionally

to help you maintain stakeholder trust. We'll work with you to create a data breach natification
FAQ customized to your business and industry, allowing our support team - devoted to
) o ) Suspect a Data Breach?
handling calls about your incident - to function as a seamless extension of your company. Our
data breach notification call center also provides access to Kroll's licensed investigators, who . X B
We offer immediate, 24/7 assistance from

can help individuals affected by a breach with questions about identity theft, and assist with our team of data breach experts via our
personalized safeguards to reduce the likelihood of financial impact from unauthorized use of Data Breach Hotline.
their lost or exposed data. Call the Data Breach Hotline

1.877.300.6816
Should a breach include special populations, such as minors, decedents, or expatriates,

consultation from an experienced support team will be important in resolving the questions CONTACT US ONLINE

from family members responsible for their loved ones.

In data breach response, the role of the call center is to ease fears, reduce confusion, and

answer questions about the benefits available and the solutions in place. You'll rest assured Experts Spoﬂ

knowing that Kroll's team, having supported countless breaches with thousands of hours of

experience, is well equipped to provide the right level of service on behalf of your organization. Brian Lapidus
MANAGING DIRECTOR,
IDENTITY THEFT AND BREACH
NOTIFICATION
+1 615.577.6770 | Email
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Credit Monitoring

Credit monitoring can be a powerful tool to offer in the wake of a
data breach. Kroll provides a monitoring alert system that’s backed
by the expertise of our licensed investigator team.

er Security Capal
Cyber Crime Investigations

Data Breach Prevention

As the world's leading provider of end-to-end cyber security services, Kroll offers a unique,

holistic solution for data loss events, including facilitating access to credit reports and credit Incident Response Management
monitoring. For your company's breached audience, identity credit monitoring can provide a
meaningful tool to assist individuals in detecting the signs of identity theft that include
fraudulent credit activity. When a breach occurs, we'll work with you to determine exactly
what data was breached, and if credit monitoring is the right solution for your customers.

A VA

Data Breach Response
Cyber Litigation Support

Cyber Due Diligence
Quite simply, monitoring credit is a tool that alerts consumers when changes have occurred to
their credit profile. Kroll's continuous credit monitoring service will notify the customer if IDShield Powered By Kroll
certain activity is reported, including inquiries, new trade-lines, derogatory notices, public

records, and changes of address — those most commonly associated with suspicious activity

that may indicate the presence of identity theft. When changes occur, consumers can easily

see whether the change is legitimate or whether it represents potential fraudulent activity.

This monitoring can occur with one bureau only, or across all three. We offerimmediate, 24/7 assistance from
our team of data breach experts via our

Kroll's licensed investigators can help walk individuals through the process of reading their DeloBrsechiiodne

credit report, analyzing their credit data, and spotting evidence of identity theft or fraud. Call the Data Breach Hotline
. 1.877.300.6816
Individuals who believe unauthorized actions have been taken can also consult our licensed

investigators to help determine if they are experiencing an identity theft issue. CONTACT US ONLINE
Experts Spotligl

Brian Lapidus

MANAGING DIRECTOR,
IDENTITY THEFT AND BREACH
NOTIFICATION
+1615.577.67701 Email
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Identity Monitoring

Kroll's unique combination of identity monitoring services can yber Security Capabilities
detect more types of identity theft than credit monitoring alone,

e . . . Cyber Crime Investigat
providing practical help to combat identity theft and fraud. i >
Data Breach Prevention >
Did you know that very few cases of identity theft—as few as two in 10—can be detected on a
credit report? Incident Response Management >
Because credit monitoring is not a useful tool when certain types of data are compromised, an Data Breach Response >

organization may choose to offer identity monitoring to provide consumers with insight into

many different aspects of a consumer’s identity that can reveal known triggers of identity theft GRS
that credit monitoring alone would not. Cyber Due Diligence
Identity monitoring provides data with an i i 's non-credit-based personally IDShield Powered By Kroll

identifiable information (PIl), and reports information that is not tracked by credit bureaus. This
type of monitoring can look for information in public records, or it may be searching for

instances of Pl found on the Internet, particularly sites known for illegal sales of Pl Suspect a Data Breach?

Kroll's identity menitoring services provide web-based monitoring of Pllincluding:
We offer immediate, 24/7 assistance from

our team of data breach experts via our
Data Breach Hotline.

Social Security Number/National ID Number

Bank Account Number Call the Data Breach Hotline
1.877.300.6816

Bank Routing Number

CONTACT US ONLINE
Credit/Debit Cards

Medical ID Numbers

[Error loading the WebPart 'IDShieldCallout’ of

= Email Address type 'IDShieldCallout]
= Phone Number Experts Spotlight
R . . R R . Brian Lapidus
Identity Monitoring: Offering individuals peace of mind MANAGING DIRECTOR,
Kroll's identity monitoring services instantly notify affected individuals by email of any activity IDENTITY THEFT AND BREACH
NOTIFICATION

related to their personal information. Individuals then have the opportunity to review the
information and take appropriate steps if the information is deemed inaccurate or if it is

indicating identity theft or fraud. . m

+1615.577.6770 | Email
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Identity Theft Restoration

Kroll provides your breach population with direct access to yber Security Capabilities
investigative experts for live support and best practice advice, as

: - : ‘ot f : Cyber Crime Investigations

well as identity restoration should they become victims of identity e —— >
theft. Data Breach Prevention >
Identity monitering services are great tools for individuals impacted by a breach, but they can't Incident Response Management >
deliver the same kind of reassurance and customized advice one gains from speaking with an

) Data Breach Response >
expert. The last thing you want is to leave your affected employees, members, students or
customers alone to deal with the potential consequences of a breach of data that you were Cyber Litigation Support
responsible for protecting - especially in the event that those consequences lead to identity
theft. Cyber Due Diligence

IDShield Powered By Kroll
Live support when consumers have questions
How reassuring would it be to know that you could pick up the phone and speak directly with P
your doctor at the first twinge of pain or sign of a cold? That's the kind of reassurance Kroll SUSPQCt a Data Breach?
provides your breach population, as they can pick up the phone and speak with a

We offer i diate, 24/7 assist: fi
knowledgeable licensed investigator who can directly address their specific situation - bctidiblolis assistance from

our team of data breach experts via our

someone whom they can establish a relationship with should they ever experience identity Data Breach Hotline.
theft. We investigate the suspicious activity and offer recommendations and best practice Call the Data Breach Hotline
advice while directly assisting the individual. 1.877.300.6816
In-depth identity theft restoration when consumers become
victims
Identity theft can be a nightmare that the average consumer is ill-equipped to deal with. [Error loading the WebPart 'IDShieldCallout’ of
Luckily, Kroll's licensed identity theft investigators are available as your partners for identity type 'IDShieldCallout]
theft restoration - restoring compromised identities to pre-breach status, and preserving faith Experts Spoﬂight
n your business.

) : . Brian Lapidus
In order to best assist individuals impacted by a breach, Kroll's licensed investigators receive MANAGING DIRECTOR,
intensive training that enables them to provide individuals with the tools they need to combat IDENTITY THEFT AND BREACH

NOTIFICATION

any form of identity theft or fraud. Our investigators have ability to do the majority of the work
required to restore an identity on an individual's behalf, helping them gain the peace of mind
that comes with knowing the most experienced identity theft restoration professionals are

+1615.577.6770 | Email
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