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Fraud:
Why? What?

How?



Why Do People Commit Fraud?

3



Greed

It May Not Be The “G” Word
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Fraud Triangle 
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Fraud Triangle 
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Hard
Controls

(Internal Audit)



Fraud Triangle 
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Hard
Controls

(Internal Audit)

Soft 
Controls
(C-Suite)



How Do These Frauds Differ?
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§ Overstating Inventory 
§ Revenue Recognition Fraud
§ Travel Voucher Fraud
§ Bogus Credit Card Charges
§ Check Forgery by CFO
§ Embezzlement
§ Point of Sale Theft
§ Phantom Vendor Scheme

§ Counterfeit Products
§ Ransomeware
§ Insurance Fraud 
§ Business Email Compromise
§ Ponzi Schemes
§ Identity Theft
§ Phishing Schemes
§ Penny Stock Pump & Dump 

Schemes



Privity of Trust

9



Predatory Fraudsters
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Predatory  vs. Situational
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Affects (innate emotions) Drive Fraud
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Contempt    

Shame

Surprise  

Distress

Fear

Anger

Disgust    

Interest

Enjoyment



Motivations:  Business Need
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§ “Noble Cause”
§ Economic downturn
§ “Save the company” mentality



Motivations:  Ego
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§ Hyper-competitiveness
§ “Dark Triad:

o Narcissism
o Machiavellianism
o Psychopathy

§ Self-aggrandizement
§ Pride
§ Shame



Motivations:  Excitement
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§ Gambling with other people’s money
§ Financial Services Industry
§ Risk Taker



Motivations:  Parity
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§ I deserve better.
§ Devoted my entire career here.
§ I’m getting cheated.



Motivation:  Reciprocity  
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Social Compact of Reciprocity: 
humans are in a web of give-and-take 
relations; the behavior has survival value
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Gateway Drug to Corruption



Motivation:  Slippery Slope
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Motivations:  Status

20

§ Save my status:  Fear based
o Lose job
o Alcohol & Drug addiction
o Bankruptcy
o Divorce

§ Increase my status:  Greed based
o Status symbols
o Clothes, Neighborhood, Automobile



Threat Picture:  Fraud Tree
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Aggregate Threat Picture
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§ Fraud Tree:
o Financial Statement Fraud
o Corruption
o Asset Misappropriation

§ Cyber Scams
§ Investment Frauds
§ Insurance Frauds
§ Government Fraud



Business Email Compromise
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§ “Vendor” to Employee
o Phone
o Fax
o Spoofed email

§ “Employee” to Employee
o Spoofed or hacked email

§ “Employee” to Customers
o Hacked email



Ransomware
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Bank Account Takeovers
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§ Social Engineering 
§ Steal Credentials
§ Setup Parallel Accounts
§ Transfer Funds

§ Cyber Hygiene
§ Stand-alone Computer
§ Freeze Your Credit 
§ Monitor Your Accounts
§ Antiviral Software
§ Strong Password
§ Dual Factor Authentication
§ Alerts for high $$ activity



FBI Fraud Priorities
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§ Public Corruption
§ Health Care Fraud
§ Financial Institution Fraud
§ Corporate Fraud
§ Securities Fraud / Investment Frauds
§ Money Laundering
§ Foreign Corrupt Practices Act
§ Cyber Crime



SEC Enforcement Priorities
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§ Financial Reporting 
§ Foreign Corrupt Practices Act
§ Cyber Security
§ Insider Trading
§ Whistleblower Tips
§ Gatekeepers:  Attorneys & 

Accountants



Fraud Life Cycle

28

o Prevention
o Detection
o Investigation
o Remediation
o Mitigation



How Frauds Are Detected* 

29*KPMG Global Profiles of the Fraudster, May 2016
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Fraud Based Data Analytics 3%

Self-reported 3%

External Audit 6%

Other Internal Control 7%

Suspicous Superior 10%

Internal Audit 14%

Accidental 14%

Whistle Blowing / Hotline 20%

Management Review 22%

Tip / Complaints (Not Hotline) 24%



Finding the Fraudster
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Culture:  
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Ethical 
Culture 
Indicator



Tone at the Top
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Questions
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Mobile: (404) 574-0807



Prevention
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§ Fraud Risk Assessment
§ Policies:
o Code of Conduct
o Conflicts of Interest Policy 
o Fraud Policy

§ Fraud Risk Assessment
§ Culture Assessment
§ Training



Threat Picture:  Cyber Crime
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§ Financial Hacker:
o Insider
o Outsider

§ Nation State & Espionage
§ Terrorism
§ Hacktivist ( Social & Political)
§ Script Kiddie 
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Thinking Outside The Box
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