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Implementing internal control over financial reporting
(ICFR) is an important and labor-intensive task. While large
public companies can often dedicate significant human
resources to internal controls, mid-market and smaller
public companies seek ways to streamline the process or
leverage external relationships to assist in the process.
The workload around ICFR also seems to be ever-expanding.
New rules implemented over the past year – including
Revenue from Contracts with Customers (Topic 606),
Accounting Standards Codification (ASC) 842, Leases and
Current Expected Credit Losses (CECL) – all have their own
effects on internal controls.
The Financial Education & Research Foundation, along with
Greenlight Technologies, surveyed Financial Executives
International members regarding their plans and aspirations
for using technology to overcome ICFR challenges. We then
sat down with two FEI members to discuss their views on
leveraging technology in the ICFR arena.
We hope you enjoy the insights and conversation.
Olivia Berkman
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Olivia Berkman: What is your
relationship to the internal
control process within Cigna?

MICHAEL O’DONNELL: I’m Cigna’s Enterprise SOX (Sarbanes-Oxley Act) lead, so I’m responsible for
SOX and MAR (Model Audit Rule 205). We’re an insurance company, so we also have MAR entities that
require an internal control letter. Just when my SOX testing ends, my team completes remaining tests
of controls to support internal control conclusions for our MAR entities.
I report up through Cigna’s chief accounting officer. I am responsible for overall SOX and MAR
program activities, A to Z, including scoping, testing, issue evaluations, etc. I manage our testing
resources and work closely with our external auditors. In addition to SOX, we have a number of
business-driven activities around controls as well, that I think SOX acts as a springboard, bringing that
risk view – what do you tackle next, those types of things. I also oversee Cigna’s account reconciliation
and the related account reconciliation tool. As you can see, in my role I have many internal control
touch points and leverage those contacts to partner with the business areas to address risks and
improve internal control.
I would say our organization is very focused on internal controls and part of my responsibility is
helping educate the business on SOX, risks, and internal control. The focus is on doing the right thing,
so it’s refreshing. It’s not work to have an internal control discussion with management.

Berkman: Mark, maybe you
can just give a little bit about
your background?

MARK KISSMAN: I’m with Greenlight. We’re an early-stage software company. Obviously, we play in
the space of internal control and financial reporting. I haven’t worked at a company the size of Cigna,
but at my previous company we implemented SOX. We were an Oracle ERP shop, NASDAQ company,
so went through that whole pain.

WHAT FEI MEMBERS SAY

Who Owns ICFR?
ICFR tends to be owned
by Controllers at large
companies and by CFOs
at small companies

Berkman: How would you
describe the level of maturity
of ICFR programs today?

KISSMAN: Accounting as a profession is changing rapidly. I think the high-water mark for maturity
in a control’s program is when you start cutting key controls. That’s because a lot of people bought
this suite of premade SOX packages from firms like the Big Four and others that had very generic
controls. You try to customize it as best as you can, but you might end up with something like 3,000
key controls.
I think as we’ve gotten more control and now we’re years past implementation, there’s a lot of
rationalization about what is key and what is not key. We are asking what is the risk and do we need as
many lower-level controls when there’s this high-level control that absolutely would address that risk.
That’s how I know that this organization is at that mature stage – because we’re honing down, getting
to the very nitty-gritty. We have great tools that we use and our walk-through documentation papers
look immaculate. I also think there’s room for improvement and I think you’ll get to that, but overall I
think we’re probably very mature, given the size of our company and the resources we have.
As Michael mentioned, the tone here is that the executives buy into accounting as a
value-add organization.
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Berkman: Mike, what are
your thoughts on the
maturity of the program?

O’DONNELL: We have a mature program that we continue to evaluate to ensure we have our risks
addressed and that control design is appropriate, effective, and efficient. Our chief accounting officer
and the whole team are extremely supportive of internal control – not just SOX, but internal control
in general, because there are so many other repercussions other than just SOX. Internal control has
implications that include SOX, our customers, and other internal/external stakeholders who use and
rely upon our information.
When I do awareness on SOX, my message is about good internal controls because people are
always asking you, “Well, how do I become SOX compliant?” Well, my answer is we start by doing
the right thing from a control perspective and you’ll be on your way to SOX compliance. We have
desktop posters we distributed across the business, finance, IT, and operations that say “Controls Are
Everyone’s Business”; the message reinforces the importance of continuously assessing risk, internal
control, and the impact to SOX compliance.
Every year I’m trying to think about how to continue to spark that interest, spark people asking questions,
and eliminate the mundane. I think we have a stable environment, but changes occur through internal
projects, automation, and business initiatives, and through other activities such as acquisitions. As a result,
we work to keep pace and be proactive to address changes to our control environment.

WHAT FEI MEMBERS SAY

How Mature Is Your
ICFR Program?
Financial executives were asked to
rate their internal controls process
using Capability Maturity Model
(CMM). As the survey reveals,
there are significant differences
of perceived maturity based on
company size.

Berkman: One thing we
noticed in our surveys is
that smaller organizations
have less confidence in their
ICFR maturity. Do you think
that’s an issue of having
the resources to do what
you’re doing and having that
confidence?

KISSMAN: I was with a smaller company. Even though we were Oracle ERP, all the controls were
so manual we didn’t have any GRC-type (governance, risk management, and compliance) items to
automate the control framework, so it was still all manual. We still had to manually document that the
controls were being performed and the sign-offs, and then testing it. From a maturity standpoint, we
didn’t take that next step to using technology to actually improve the control environment and test
and ultimately monitor the program.
Can you build that same piece of software to catch controls every time and have it bug-free? No. It’s
the same thing in the accounting. Can you close the quarter and be error-free every time? No. But if
you have more manual processes, the likelihood you’re going to have deficiencies increases.
O’DONNELL: During my career, I was with a smaller company that was having trouble trying to get
the right resources, competencies, and the technologies. The platforms and technologies were not
optimal and they didn’t do system implementation very well, which is one of the reasons why they
had some real changes from ICFR and SOX perspectives. I think the ability to attract and retain the
right talent definitely had an impact.
Whether your organization is small or large, there is not an infinite number of resources available, so
I think it is very important to understand your risks, prioritize, and remain open to new technologies
and what they can bring to your control environment. While a control environment may be mature, it
is important to keep pace with the changes to the processes that are occurring with the business and
finding the right control balance.
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Big Companies Plan to Automate ICFR ...
Nearly 80% of respondents with 10,000 or more employees
said they plan to increase investment in ICFR automation in
the next 6-18 months.

... While Smaller Companies
sit on the Technology Sidelines
Three times the number of senior-level financial
executives at smaller companies that responded to the
survey said they have no plans to automate ICFR.
Berkman: How do external
auditors react when you
are trying to pare down or
automate certain controls?

O’DONNELL: I would say we have a strong relationship there as well. We are proactive in engaging
our auditors through regular check-ins to share perspectives and status. I think it is important to
keep the lines of communication open throughout the year as part of planning, the audit, and as we
execute on our SOX program. As I identify something, I’m talking with the business, but also talking
with our auditors. As they identify something, they’re coming to me and getting my perspective.
I think the engagement is also important due to the natural turnover you typically see with audit
teams each year, where new team members join with different backgrounds and varying levels of
experience with insurance companies.

Berkman: Have you
automated any part of the
internal control’s monitoring
process or reporting and do
you have plans to expand
those efforts in the future?

O’DONNELL: I think in any organization you can say that there is an opportunity to improve
automation and I think that is something to strive for. We have a lot of reliance on strong repeatable
processes that are a mix of manual and automated processes and controls. For example, we are
able to leverage a technology tool involving our account reconciliations, which provides increased
transparency into the entire account reconciliation process and allow my team to perform better
analysis, tracking, and reporting. From a SOX tool perspective, we are able to leverage technology to
capture our testing and documentations and have built supplemental processes to “certify” controls
quarterly.
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Berkman: Is there a nirvana
out there where ICFR is
completely monitorable
all the time, continuous,
without any processes in
between?

O’DONNELL: I think we all try to achieve an environment where controls are 100% continuous and
effective and the impact of technology and tools is going to continue to grow, especially RPA (robotic
process automation) initiatives. Actually, I think RPA is really going to strengthen processes because
it ensures consistency. Once you get on a good roll with your RPA program I think you’ll be able to
define repeatable controls because the robot just does what you tell it to do and goes. RPA ensures
consistency of your process, especially lower-level repeatable tasks, which should help ensure the
consistency of control execution. Hopefully, you will be able automate a lot of those up-front controls
and eliminate, or reduce, some of those back-end controls where you’re spending a lot of time
manually doing checks, quality audits, and things like that. I see the impact RPA and tools to monitor
these activities growing and being more impactful to control environments
KISSMAN: The more you can automate the lower-level repeatable things that are prone to error, and
RPA fits right in there. But nirvana? No.
The person who must do the actuarial valuation or the tax accounting or the revenue recognition, those
internal controls of financial reporting are tough, and I don’t think there’s a way that technology’s just
going to take that away, but if you can offload that lower-level stuff that we’ve been talking about, and
RPA’s a great example, you’re going to be able to spend more time on strategic activities.
It’s like automating a factory. The robot’s now putting in the bolts, but you still need the engineers
and the technicians to make sure that the thing works.
O’DONNELL: I think that will cause the skill sets to evolve, too. Those repeatable routine processes, I
think over time we’ll see a shift in the work force as well. You’ll have RPA handling those, but then you
still need the control, but it’s more of an analytical control maybe in a different skill set or a different
focus, but you have these basic automated controls, these bots setting the table for management and
others to do the types of reviews that free up time to do these more value-add-type activities.

Berkman: What are the
challenges that you
anticipate?

O’DONNELL: Some of the big challenges happen when you are pulling everything together. For me,
it’s staying plugged in from a control perspective. We’re a big organization, and there are governance
committees in place, but there are also a lot of other committees and meetings. That means staying
plugged in with projects. Even today I had several meetings just on projects; not an immediate impact
from a SOX perspective, but they’re looking to me for advice. I think the challenge involves both
management and technology because you need to get engaged with the business related to changes
that are primarily technology-driven (i.e., projects). That’s why we try to send a control message versus
a pure SOX compliance message, because if you’re transferring data between systems you must likely
have a customer impact, operational impact, and maybe (or maybe not) a SOX impact. We’re trying to
send that consistent message to every project that we meet with that good internal controls is good
business. It is good for our customers and good for our business.

Berkman: Do you see any
opportunities to leverage
your ICFR program into
broader risk monitoring like
ERP?

O’DONNELL: Yeah, I think there’s always an opportunity to improve and leverage new technologies
involving ERP. Ensuring they are well controlled and risks are understood is important. I think a good
complement when considering an ERP is the role of ERM (enterprise-wide risk management). We
continue to build upon our ERM perspective, which I think is important to consider from an overall risk
and control perspective (upstream and downstream). SOX is an input into overall view on risk, as well
as other areas across the company. I benefit from an ERM view as I consider potential issues “outside” of
SOX that could impact me.
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Berkman: Do you see any
opportunities to leverage
your ICFR program into
broader risk monitoring like
ERP?

KISSMAN: It’s interesting when you look at the COSO framework and the way it talks about operational
controls, regulatory controls, and financial controls. We all focus on internal controls over financial
reporting, but we’re working with a lot of folks automating regulatory controls. One great example I use
is controls over credit for shipping product to customers. “Thou shalt not ship product to a customer
who has a greater-than-90-day overdue balance, except if it’s overridden.” Well, that’s not a control over
financial reporting per se. It’s a valid transaction that’s overdue, but from a business standpoint you’re
tying up more cash in accounts receivable and you’re not using that control to the best effect. Why did
that person do it? Did you even know that person overrode that? Do they do it often?
I think you brought it up several times; data security as well. Customer data, employee data, and you see
all the horror stories of data being leaked. There are controls over data access, too, so I think it needs to
be broader, because your security impacts your compliance with regulation. It impacts your cash on the
balance sheet.

After an ICFR Peak,
Fewer Surprises
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Berkman: Does this
realization prove the ROI
of having robust internal
controls and accounting
systems?

O’DONNELL: We’ve been continuing to push “readiness starts with requirements.” Controls aren’t
designed after you go live. Right now, we’re going through review of the whole leasing process and
controls. That’s a good example of “We don’t wait until we flick the switch,” because once you flick
the switch you’re fair game from a SOX perspective. So we try to spend as much time as we can up
front identifying controls, identifying requirements, partnering with the business, and giving them
the tools to be as self-sufficient as possible, because we do not have infinite number of resources. My
team is small, but we have strong support within the business.
I’ve been at other companies where I had a larger SOX group and the business was almost afraid to
do anything with controls until you approved it. Here, we’re educating and partnering so the business
has knowledge and is focused on the right things from a control perspective. As a result, I think you
get better ownership, understanding, and change management. My team is still doing reviews, but
I find the easements and conversations are much easier because the business is up to speed. It was
very refreshing because the control ownership and mind set is not just with a few at the corporate
office – it resides with our process and control owners.
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Berkman: In five years, do
you see your organization
putting additional resources
toward ICFR?

O’DONNELL: I think the resources involved in the process will most likely evolve over time. One of
the topics we talked about is RPA. I think we may see resources gradually repurposed as some of those
routine, repetitive types of activities are going to be replaced through RPA. These resources are going
to be doing more analytical-type work and might have more of a control element to the positon. I
don’t necessarily know if I see the huge shifts in adding resources. I just see repurposing resources as
capacity is driven by advances in automation.
I think it’s an exciting time to be in the profession over the next 10 years as technology advances
continue rapidly. I think that’s going to keep our jobs interesting, not the mundane. There’s always
something new, and that’s refreshing, I think. You come to work and you can make an impact to
improve process and controls and make things better. I think that keeps everybody interested and
everybody sharp.
KISSMAN: I was just actually thinking back to my first job out of public accounting. I think our
accounts payable department was 15 people opening the mail and entering just from that standpoint.
They were kids right out of high school just doing data entry and how technology is ... you don’t do
that anymore.
Yeah. It’s all electronic now, so just like anything you’re going to have that higher-level skill that’s
required. I think you are going to have to have more tech savvy. Hopefully that’s coming more out
of colleges today, but the accounting issues are still the accounting issues: matching, segregation of
duties. All the basics are still there; it’s just how is it being implemented, how is it being done.

Olivia Berkman

“Is there nirvana out there
where ICFR is completely
monitor able all the time,
continuous, without any
processes in between?”

Michael O’Donnell

“I think in any organization
you can say that there is
an opportunity to improve
automation and I think
that is something to strive for.
We have a lot of reliance on
strong repeatable processes
that are a mix of manual and
automated processes and
controls.”

Mark Kissman

“I think as we’ve gotten
more control and now
we’re years past [SOX}
implementation, there’s
a lot of rationalization
about what is key and
what is not key.”
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Greenlight Technologies empowers businesses to proactively monitor enterprise risks and opportunities by
simplifying and streamlining the way risk and performance are assessed and controlled. Our SaaS and on-premises
solutions provide real-time user governance and analytics across all critical business applications. Businesses see risk
exposure and opportunities across the enterprise as they happen, know their financial impact and can act quickly to
control risks or improve performance.
Greenlight’s continuous control monitoring platform tracks user activities and business events across over one
hundred applications and provides the flexibility to work with many GRC solutions on the market. SAP relies on the
Greenlight platform to extend SAP GRC control monitoring capabilities to all business applications – even non-SAP
applications and is a Greenlight Technologies reseller.
Today, the world’s most respected, global companies rely on Greenlight to protect their assets from financial,
operational, regulatory and security threats, ensure corporate compliance and improve performance. Our customers
have saved millions in labor costs, audit fees and loss prevention.

The Financial Education & Research Foundation (FERF) is the nonprofit 501(c)(3) research affiliate of Financial
Executives International (FEI). FERF researchers identify key financial issues and develop impartial, timely research
reports for FEI members and nonmembers alike, in a variety of publication formats. FERF relies primarily on
voluntary tax-deductible contributions from corporations and individuals. FERF publications can be ordered by
logging onto ferf.org
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